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CVE CVE-2019-5718
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-08 23:29:00 UTC
Updated 2023-11-07 03:11:00 UTC
Description In Wireshark 2.6.0 to 2.6.5 and 2.4.0 to 2.4.11, the RTSE dissector and other ASN.1 dissectors could crash. This was addr¢
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Wireshark Wireshark All All All All
Application Wireshark Wireshark All All All All

References
Reference Source Link Tags
code.wireshark Code Review - wireshark.git/commit MISC code.wireshark.org Patch, Vendor Advist
Wireshark Multiple Denial of Service Vulnerabilities BID www.securityfocus.com  Third Party Advisory,
Debian -- Security Information -- DSA-4416-1 wireshark DEBIAN www.debian.org Third Party Advisory
code.wireshark Code Review - wireshark.git/commit code.wireshark.org
Bugtraq: [SECURITY] [DSA 4416-1] wireshark security update BUGTRAQ seclists.org Mailing List, Third Pa
15373 — Wireshark heap out-of-bounds read in get_t61_string MISC bugs.wireshark.org Exploit, Issue Trackir
[security-announce] openSUSE-SU-2020:0362-1: moderate: Security update f SUSE lists.opensuse.org
Wireshark - wnpa-sec-2019-03 - RTSE dissector crash MISC www.wireshark.org Vendor Advisory
Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com
CVE Program record CVE.ORG  www.cve.org canonical
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296091 Oracle Solaris 11.4 Support Repository Update (SRU) 6.1.4 Missing (CPUJAN2019)

501314 Alpine Linux Security Update for wireshark
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