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Summary

CVE CVE-2019-5736

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-11 19:29:00 UTC

Updated 2024-02-02 12:15:00 UTC

Description runc through 1.0-rc6, as used in Docker before 18.09.2 and other products, allows attackers to overwrite the host runc binary (and consequently obtain host root access) by leveraging the ability to execute a command as root within one of these types of containers: (1) a new container with an attacker-controlled image, or (2) an existing container, to which the attacker previously had write access, that can be attached with docker exec. This occurs because of file-descriptor mishandling, related to /proc/self/exe.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Mesos All All All All

Application Apache Mesos All All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System D2iq Dc/os All All All All

Operating System D2iq Dc/os All All All All

Application D2iq Kubernetes Engine All All All All

Application Docker Docker All All All All

Application Docker Docker All All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All
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Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Google Kubernetes Engine - All All All

Application Google Kubernetes Engine - All All All

Application Hp Onesphere - All All All

Application Hp Onesphere - All All All

Application Linuxcontainers Lxc All All All All

Application Linuxcontainers Lxc All All All All

Application Linuxfoundation Runc 1.0.0 rc1 All All

Application Linuxfoundation Runc 1.0.0 rc2 All All

Application Linuxfoundation Runc 1.0.0 rc3 All All

Application Linuxfoundation Runc 1.0.0 rc4 All All

Application Linuxfoundation Runc 1.0.0 rc5 All All

Application Linuxfoundation Runc 1.0.0 rc6 All All

Application Linuxfoundation Runc All All All All

Application Linuxfoundation Runc 1.0.0 rc1 All All

Application Linuxfoundation Runc 1.0.0 rc2 All All

Application Linuxfoundation Runc 1.0.0 rc3 All All

Application Linuxfoundation Runc 1.0.0 rc4 All All

Application Linuxfoundation Runc 1.0.0 rc5 All All

Application Linuxfoundation Runc 1.0.0 rc6 All All

Operating System Mesosphere Dc/os All All All All

Operating System Mesosphere Dc/os All All All All

Application Mesosphere Kubernetes Engine All All All All

Application Mesosphere Kubernetes Engine All All All All

Application Microfocus Service Management Automation 2018.02 All All All

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Management Automation 2018.08 All All All

Application Microfocus Service Management Automation 2018.11 All All All

Application Microfocus Service Management Automation 2018.02 All All All

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Management Automation 2018.08 All All All

Application Microfocus Service Management Automation 2018.11 All All All

Application Netapp Hci Management Node - All All All

Application Netapp Hci Management Node - All All All
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Application Netapp Solidfire - All All All

Application Netapp Solidfire - All All All

Application Opensuse Backports Sle 15.0 - All All

Application Opensuse Backports Sle 15.0 sp1 All All

Application Opensuse Backports Sle 15.0 - All All

Application Opensuse Backports Sle 15.0 sp1 All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 42.3 All All All

Application Redhat Container Development Kit 3.7 All All All

Application Redhat Container Development Kit 3.7 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Application Redhat Openshift 3.4 All All All

Application Redhat Openshift 3.5 All All All

Application Redhat Openshift 3.6 All All All

Application Redhat Openshift 3.7 All All All

Application Redhat Openshift 3.4 All All All

Application Redhat Openshift 3.5 All All All

Application Redhat Openshift 3.6 All All All

Application Redhat Openshift 3.7 All All All
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CVE.report and Source URL Uptime Status status.cve.report

159170 Oracle Enterprise Linux Security Update for runc (ELSA-2021-9203)

174971 SUSE Enterprise Linux Security Update for containerd, docker, runc (SUSE-SU-2021:1458-1)

377335 Alibaba Cloud Linux Security Update for container-tools:rhel8 (ALINUX3-SA-2022:0110)

500371 Alpine Linux Security Update for lxc

501238 Alpine Linux Security Update for runc

504128 Alpine Linux Security Update for lxc

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1

900053 CBL-Mariner Linux Security Update for runc 1.0.0.rc8

903220 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4424)

940498 AlmaLinux Security Update for container-tools:rhel8 (ALSA-2019:0975)

960701 Rocky Linux Security Update for container-tools:rhel8 (RLSA-2019:0975)
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