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CVE CVE-2019-5739
State PUBLIC
Assigner cve-request@iojs.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-28 17:29:00 UTC
Updated 2020-10-16 19:08:00 UTC
Description Keep-alive HTTP and HTTPS connections can remain open and inactive for up to 2 minutes in Node.js 6.16.0 and earlier.
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nodejs Node.js Al All All All
Operating System Opensuse Leap 423 All All All
Operating System Opensuse Leap 42.3 All All All

References |
Reference Source Link Tags
February 2019 Security Releases | Node.js MISC nodejs.org Vendor Advisory

April 2019 Node.js Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com  Third Party Advisory

[security-announce] openSUSE-SU-2019:1173-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party
Node.js: Multiple vulnerabilities (GLSA 202003-48) — Gentoo security GENTOO  security.gentoo.org  Third Party Advisory
[security-announce] openSUSE-SU-2019:1076-1: moderate: Security update f SUSE lists.opensuse.org Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2019-5739/mitre
https://cve.report/CVE-2019-5739/nist
https://cve.report/CVE-2019-5739/cve_org
https://cve.report/CVE-2019-5739.pdf
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/node.js
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://nodejs.org/en/blog/vulnerability/february-2019-security-releases/
https://security.netapp.com/advisory/ntap-20190502-0008/
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00046.html
https://security.gentoo.org/glsa/202003-48
http://lists.opensuse.org/opensuse-security-announce/2019-03/msg00041.html
https://www.cve.org/CVERecord?id=CVE-2019-5739
https://nvd.nist.gov/vuln/detail/CVE-2019-5739

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
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