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Summary

CVE CVE-2019-5798

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-23 20:29:00 UTC

Updated 2023-11-07 03:12:00 UTC

Description Lack of correct bounds checking in Skia in Google Chrome prior to 73.0.3683.75 allowed a remote attacker to perform an out of bounds memory read via a crafted HTML page.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Opensuse Backports sle-15 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All
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Operating System Redhat Enterprise Linux 8.0 All All All

Application Suse Package Hub - All All All

References

Reference Source Link

USN-3997-1: Thunderbird vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[security-announce] openSUSE-SU-2019:1664-1: important: Security update lists.opensuse.org

883596 - Security: Skia missing reset fLastMoveToIndex in SkPath::transform() lead to out-of-bound - chromium - Monorail crbug.com

Red Hat Customer Portal REDHAT access.redhat.com

[security-announce] openSUSE-SU-2019:1666-1: important: Security update lists.opensuse.org

Bugtraq: [SECURITY] [DSA 4451-1] thunderbird security update seclists.org

[security-announce] openSUSE-SU-2019:1534-1: important: Security update lists.opensuse.org

Debian -- Security Information -- DSA-4451-1 thunderbird www.debian.org

Chrome Releases: Stable Channel Update for Desktop chromereleases.googleblog.com

Red Hat Customer Portal access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] [DLA 1806-1] thunderbird security update MLIST lists.debian.org

[security-announce] openSUSE-SU-2019:1484-1: important: Security update lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500916 Alpine Linux Security Update for firefox-esr

504781 Alpine Linux Security Update for firefox-esr

710184 Gentoo Linux Chromium Multiple vulnerabilities (GLSA 201903-23)

http://cve.report/vendor/suse
http://cve.report/software/suse/package_hub
https://usn.ubuntu.com/3997-1/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00084.html
https://crbug.com/883596
https://access.redhat.com/errata/RHSA-2019:1309
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00085.html
https://seclists.org/bugtraq/2019/May/67
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00029.html
https://www.debian.org/security/2019/dsa-4451
https://chromereleases.googleblog.com/2019/03/stable-channel-update-for-desktop_12.html
https://access.redhat.com/errata/RHSA-2019:1310
https://access.redhat.com/errata/RHSA-2019:1308
https://lists.debian.org/debian-lts-announce/2019/05/msg00038.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00002.html
https://www.cve.org/CVERecord?id=CVE-2019-5798
https://nvd.nist.gov/vuln/detail/CVE-2019-5798
http://cve.report/qid/500916
http://cve.report/qid/504781
http://cve.report/qid/710184
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-5798
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


