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Summary

CVE CVE-2019-5815

State PUBLIC

Assigner chrome-cve-admin@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-11 01:15:00 UTC

Updated 2023-11-07 03:12:00 UTC

Description Type confusion in xsltNumberFormatGetMultipleLevel prior to libxslt 1.1.33 could allow attackers to potentially exploit heap corruption via crafted XML data.

Risk And Classification

Problem Types: CWE-787 | CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Xmlsoft Libxslt All All All All

Application Xmlsoft Libxslt All All All All

References

Reference Source Link Tags

Issue 930663 - chromium - An open-source project to help move the web forward. - Monorail MISC bugs.chromium.org Exploit, Vendor Advisory

[SECURITY] [DLA 3101-1] libxslt security update lists.debian.org

Always set context node before calling XPath iterators (08b62c25) · Commits · GNOME / libxslt · GitLab MISC gitlab.gnome.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181001 Debian Security Update for libxslt (DLA 3101-1)

198907 Ubuntu Security Notification for Libxslt Vulnerabilities (USN-5575-1)

https://cve.report/
https://cve.report/CVE-2019-5815/mitre
https://cve.report/CVE-2019-5815/nist
https://cve.report/CVE-2019-5815/cve_org
https://cve.report/CVE-2019-5815.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxslt
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxslt
https://bugs.chromium.org/p/chromium/issues/detail?id=930663
https://lists.debian.org/debian-lts-announce/2022/09/msg00010.html
https://gitlab.gnome.org/GNOME/libxslt/commit/08b62c25871b38d5d573515ca8a065b4b8f64f6b
https://www.cve.org/CVERecord?id=CVE-2019-5815
https://nvd.nist.gov/vuln/detail/CVE-2019-5815
http://cve.report/qid/181001
http://cve.report/qid/198907
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CVE.report and Source URL Uptime Status status.cve.report

198907 Ubuntu Security Notification for Libxslt Vulnerabilities (USN-5575-1)

710142 Gentoo Linux Chromium, Google Chrome Multiple vulnerabilities (GLSA 201908-18)

http://cve.report/qid/710142
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