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Summary

CVE CVE-2019-5995

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-06 19:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Missing authorization vulnerability exists in EOS series digital cameras (EOS-1D X firmware version 2.1.0 and earlier, EOS-1D X MKII firmware version 1.1.6 and earlier, EOS-1D C firmware version 1.4.1 and earlier, EOS 5D MARK III firmware version 1.3.5 and earlier, EOS 5D MARK IV firmware version 1.2.0 and earlier, EOS 5DS firmware version 1.1.2 and earlier, EOS 5DS R firmware version 1.1.2 and earlier, EOS 6D firmware version 1.1.8 and earlier, EOS 6D MARK II firmware version 1.0.4 and earlier, EOS 7D MARK II firmware version 1.1.2 and earlier, EOS 70 D firmware version 1.1.2 and earlier, EOS 80 D firmware version 1.0.2 and earlier, EOS KISS X7I / EOS D REBEL T5I / EOS 700D firmware version 1.1.5 and earlier, EOS KISS X8I / EOS D REBEL T6I / EOS 750D firmware version 1.0.0 and earlier, EOS KISS X9I / EOS D REBEL T7I / EOS 800D firmware version 1.0.1 and earlier, EOS KISS X7 / EOS D REBEL SL1 / EOS 100D firmware version 1.0.1 and earlier, EOS KISS X9 / EOS D REBEL SL2 / EOS 200D firmware version 1.0.1 and earlier, EOS KISS X10 / EOS D REBEL SL3 / EOS 200D / EOS 250D firmware version 1.0.1 and earlier, EOS 8000D / EOS D REBEL T6S / EOS 760D firmware version 1.0.0 and earlier, EOS 9000D / EOS 77D firmware version 1.0.2 and earlier, EOS KISS X70 / EOS D REBEL T5 / EOS 1200D firmware version 1.0.2 and earlier, EOS D REBEL T5 RE / EOS 1200D MG / EOS HI firmware version 1.0.2 and earlier, EOS KISS X80 / EOS D REBEL T6 / EOS 1300D firmware version 1.1.0 and earlier, EOS KISS X90 / EOS D REBEL T7 / EOS 1500D / EOS 2000D firmware version 1.0.0 and earlier, EOS D REBEL T100 / EOS 3000D / EOS 4000D firmware version 1.0.0 and earlier, EOS R firmware version 1.3.0 and earlier, EOS RP firmware version 1.2.0 and earlier, EOS RP GOLD firmware version 1.2.0 and earlier, EOS M2 firmware version 1.0.3 and earlier, EOS M3 firmware version 1.2.0 and earlier, EOS M5 firmware version 1.0.1 and earlier, EOS M6 firmware version 1.0.1 and earlier, EOS M6(China) firmware version 5.0.0 and earlier, EOS M10 firmware version 1.1.0 and earlier, EOS M100 firmware version 1.0.0 and earlier, EOS KISS M / EOS M50 firmware version 1.0.2 and earlier) and PowerShot SX740 HS firmware version 1.0.1 and earlier, PowerShot SX70 HS firmware version 1.1.0 and earlier, and PowerShot G5Xmark II firmware version 1.0.1 and earlier. A successful exploitation may result in a specially crafted firmware update or unofficial firmware update being applied without user's consent via unspecified vector.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Canon Eos-1d C - All All All

Hardware Canon Eos-1d C - All All All

Operating System Canon Eos-1d C Firmware All All All All

Hardware Canon Eos-1d X - All All All

Hardware Canon Eos-1d X - All All All

Operating System Canon Eos-1d X Firmware All All All All

Hardware Canon Eos-1d X Mkii - All All All

Hardware Canon Eos-1d X Mkii - All All All

Operating System Canon Eos-1d X Mkii Firmware All All All All

Hardware Canon Eos 100d - All All All

Hardware Canon Eos 100d - All All All

Operating System Canon Eos 100d Firmware All All All All

Hardware Canon Eos 1200d - All All All

Hardware Canon Eos 1200d - All All All

Operating System Canon Eos 1200d Firmware All All All All

Hardware Canon Eos 1200d Mg - All All All

Hardware Canon Eos 1200d Mg - All All All
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Hardware Canon Eos 1200d Mg - All All All

Operating System Canon Eos 1200d Mg Firmware All All All All

Hardware Canon Eos 1300d - All All All

Hardware Canon Eos 1300d - All All All

Operating System Canon Eos 1300d Firmware All All All All

Hardware Canon Eos 1500d - All All All

Hardware Canon Eos 1500d - All All All

Operating System Canon Eos 1500d Firmware All All All All

Hardware Canon Eos 2000d - All All All

Hardware Canon Eos 2000d - All All All

Operating System Canon Eos 2000d Firmware All All All All

Hardware Canon Eos 200d - All All All

Hardware Canon Eos 200d - All All All

Operating System Canon Eos 200d Firmware All All All All

Hardware Canon Eos 250d - All All All

Hardware Canon Eos 250d - All All All

Operating System Canon Eos 250d Firmware All All All All

Hardware Canon Eos 3000d - All All All

Hardware Canon Eos 3000d - All All All

Operating System Canon Eos 3000d Firmware All All All All

Hardware Canon Eos 4000d - All All All

Hardware Canon Eos 4000d - All All All

Operating System Canon Eos 4000d Firmware All All All All

Hardware Canon Eos 5ds - All All All

Hardware Canon Eos 5ds - All All All

Operating System Canon Eos 5ds Firmware All All All All

Hardware Canon Eos 5ds R - All All All

Hardware Canon Eos 5ds R - All All All

Operating System Canon Eos 5ds R Firmware All All All All

Hardware Canon Eos 5d Mark Iii - All All All

Hardware Canon Eos 5d Mark Iii - All All All

Operating System Canon Eos 5d Mark Iii Firmware All All All All

Hardware Canon Eos 5d Mark Iv - All All All

Hardware Canon Eos 5d Mark Iv - All All All

Operating System Canon Eos 5d Mark Iv Firmware All All All All

Hardware Canon Eos 6d - All All All
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Hardware Canon Eos 6d - All All All

Operating System Canon Eos 6d Firmware All All All All

Hardware Canon Eos 6d Mark Ii - All All All

Hardware Canon Eos 6d Mark Ii - All All All

Operating System Canon Eos 6d Mark Ii Firmware All All All All

Hardware Canon Eos 700d - All All All

Hardware Canon Eos 700d - All All All

Operating System Canon Eos 700d Firmware All All All All

Hardware Canon Eos 70d - All All All

Hardware Canon Eos 70d - All All All

Operating System Canon Eos 70d Firmware All All All All

Hardware Canon Eos 750d - All All All

Hardware Canon Eos 750d - All All All

Operating System Canon Eos 750d Firmware All All All All

Hardware Canon Eos 760d - All All All

Hardware Canon Eos 760d - All All All

Operating System Canon Eos 760d Firmware All All All All

Hardware Canon Eos 77d - All All All

Hardware Canon Eos 77d - All All All

Operating System Canon Eos 77d Firmware All All All All

Hardware Canon Eos 7d Mark Ii - All All All

Hardware Canon Eos 7d Mark Ii - All All All

Operating System Canon Eos 7d Mark Ii Firmware All All All All

Hardware Canon Eos 8000d - All All All

Hardware Canon Eos 8000d - All All All

Operating System Canon Eos 8000d Firmware All All All All

Hardware Canon Eos 800d - All All All

Hardware Canon Eos 800d - All All All

Operating System Canon Eos 800d Firmware All All All All

Hardware Canon Eos 80d - All All All

Hardware Canon Eos 80d - All All All

Operating System Canon Eos 80d Firmware All All All All

Hardware Canon Eos 9000d - All All All

Hardware Canon Eos 9000d - All All All

Operating System Canon Eos 9000d Firmware All All All All

Hardware Canon Eos D Rebel Sl1 - All All All
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Hardware Canon Eos D Rebel Sl1 - All All All

Hardware Canon Eos D Rebel Sl1 - All All All

Operating System Canon Eos D Rebel Sl1 Firmware All All All All

Hardware Canon Eos D Rebel Sl2 - All All All

Hardware Canon Eos D Rebel Sl2 - All All All

Operating System Canon Eos D Rebel Sl2 Firmware All All All All

Hardware Canon Eos D Rebel Sl3 - All All All

Hardware Canon Eos D Rebel Sl3 - All All All

Operating System Canon Eos D Rebel Sl3 Firmware All All All All

Hardware Canon Eos D Rebel T100 - All All All

Hardware Canon Eos D Rebel T100 - All All All

Operating System Canon Eos D Rebel T100 Firmware All All All All

Hardware Canon Eos D Rebel T5 - All All All

Hardware Canon Eos D Rebel T5 - All All All

Hardware Canon Eos D Rebel T5i - All All All

Hardware Canon Eos D Rebel T5i - All All All

Operating System Canon Eos D Rebel T5i Firmware All All All All

Operating System Canon Eos D Rebel T5 Firmware All All All All

Hardware Canon Eos D Rebel T5 Re - All All All

Hardware Canon Eos D Rebel T5 Re - All All All

Operating System Canon Eos D Rebel T5 Re Firmware All All All All

Hardware Canon Eos D Rebel T6 - All All All

Hardware Canon Eos D Rebel T6 - All All All

Hardware Canon Eos D Rebel T6i - All All All

Hardware Canon Eos D Rebel T6i - All All All

Operating System Canon Eos D Rebel T6i Firmware All All All All

Hardware Canon Eos D Rebel T6s - All All All

Hardware Canon Eos D Rebel T6s - All All All

Operating System Canon Eos D Rebel T6s Firmware All All All All

Operating System Canon Eos D Rebel T6 Firmware All All All All

Hardware Canon Eos D Rebel T7 - All All All

Hardware Canon Eos D Rebel T7 - All All All

Hardware Canon Eos D Rebel T7i - All All All

Hardware Canon Eos D Rebel T7i - All All All

Operating System Canon Eos D Rebel T7i Firmware All All All All

Operating System Canon Eos D Rebel T7 Firmware All All All All
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Hardware Canon Eos Hi - All All All

Hardware Canon Eos Hi - All All All

Operating System Canon Eos Hi Firmware All All All All

Hardware Canon Eos Kiss M - All All All

Hardware Canon Eos Kiss M - All All All

Operating System Canon Eos Kiss M Firmware All All All All

Hardware Canon Eos Kiss X10 - All All All

Hardware Canon Eos Kiss X10 - All All All

Operating System Canon Eos Kiss X10 Firmware All All All All

Hardware Canon Eos Kiss X7 - All All All

Hardware Canon Eos Kiss X7 - All All All

Hardware Canon Eos Kiss X70 - All All All

Hardware Canon Eos Kiss X70 - All All All

Operating System Canon Eos Kiss X70 Firmware All All All All

Hardware Canon Eos Kiss X7i - All All All

Hardware Canon Eos Kiss X7i - All All All

Operating System Canon Eos Kiss X7i Firmware All All All All

Operating System Canon Eos Kiss X7 Firmware All All All All

Hardware Canon Eos Kiss X80 - All All All

Hardware Canon Eos Kiss X80 - All All All

Operating System Canon Eos Kiss X80 Firmware All All All All

Hardware Canon Eos Kiss X8i - All All All

Hardware Canon Eos Kiss X8i - All All All

Operating System Canon Eos Kiss X8i Firmware All All All All

Hardware Canon Eos Kiss X9 - All All All

Hardware Canon Eos Kiss X9 - All All All

Hardware Canon Eos Kiss X90 - All All All

Hardware Canon Eos Kiss X90 - All All All

Operating System Canon Eos Kiss X90 Firmware All All All All

Hardware Canon Eos Kiss X9i - All All All

Hardware Canon Eos Kiss X9i - All All All

Operating System Canon Eos Kiss X9i Firmware All All All All

Operating System Canon Eos Kiss X9 Firmware All All All All

Hardware Canon Eos M10 - All All All

Hardware Canon Eos M10 - All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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