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Summary

CVE CVE-2019-6008

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-26 16:15:00 UTC

Updated 2020-01-08 20:39:00 UTC

Description An unquoted search path vulnerability in Multiple Yokogawa products for Windows (Exaopc (R1.01.00 ? R3.77.00), Exaplog (R1.10.00 ? R3.40.00), Exaquantum (R1.10.00 ? R3.02.00 and R3.15.00), Exaquantum/Batch (R1.01.00 ? R2.50.40), Exasmoc (all revisions), Exarqe (all revisions), GA10 (R1.01.01 ? R3.05.01), and InsightSuiteAE (R1.01.00 ? R1.06.00)) allow local users to gain privileges via a Trojan horse executable file and execute arbitrary code with eleveted privileges.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yokogawa Exaopc All All All All

Application Yokogawa Exaplog All All All All

Application Yokogawa Exaquantum All All All All

Application Yokogawa Exaquantum/batch All All All All

Application Yokogawa Exaquantum/batch All All All All

Application Yokogawa Exarqe All All All All

Application Yokogawa Exarqe All All All All

Application Yokogawa Exasmoc All All All All

Application Yokogawa Exasmoc All All All All

Application Yokogawa Ga10 All All All All

Application Yokogawa Insightsuiteae All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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