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Summary

CVE CVE-2019-6019

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-26 16:15:00 UTC

Updated 2020-01-08 19:32:00 UTC

Description Untrusted search path vulnerability in STAMP Workbench installer all versions allows an attacker to gain privileges via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ipa Stamp Workbench All All All All

Application Ipa Stamp Workbench All All All All

References

Reference

STAMP Workbenchのインストーラー（実行形式のexe版）におけるDLL読込みに関する脆弱性について：IPA 独立行政法人 情報処理推進機構

JVN#19386781: STAMP Workbench installer may insecurely load Dynamic Link Libraries

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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