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In OpenSSH 7.9, due to accepting and displaying arbitrary stderr output from the server, a malicious server (or Man-in-The-

Risk And Classification

1|

Problem Types: CWE-838

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application
Application
Application
Application
Application
Application
Hardware
Hardware
Operating System

Operating System

Application

References

Vendor
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Openbsd
Siemens
Siemens
Siemens
Siemens

Winscp

Product

Element Software

Element Software

Ontap Select Deploy

Ontap Select Deploy
Storage Automation Store
Storage Automation Store
Openssh

Scalance X204rna

Scalance X204rna Eec
Scalance X204rna Eec Firmware
Scalance X204rna Firmware

Winscp

Version

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Update Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All

All

Reference

OpenSSH: Multiple vulnerabilities (GLSA 201903-16) — Gentoo security

SCP Client - Multiple Vulnerabilities (SSHtranger Things) - Multiple remote Exploit
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)
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