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Summary

CVE CVE-2019-6139

State PUBLIC

Assigner psirt@forcepoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-07 23:29:00 UTC

Updated 2022-04-18 17:32:00 UTC

Description Forcepoint User ID (FUID) server versions up to 1.2 have a remote arbitrary file upload vulnerability on TCP port 5001. Successful exploitation of this vulnerability may lead to remote code execution. To fix this vulnerability, upgrade to FUID version 1.3 or higher. To prevent the vulnerability on FUID versions 1.2 and below, apply local firewall rules on the FUID server to disable all external access to port TCP/5001. FUID requires this port only for local connections through the loopback interface.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Forcepoint User Id All All All All

Application Forcepoint User Id All All All All

References

Reference Source Link Tags

Security Advisory: Arbitrary file upload vulnerability in Forcepoint User ID Service (CVE-2019-6139) CONFIRM help.forcepoint.com

KB Article | Forcepoint Support MISC support.forcepoint.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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