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Summary

CVE CVE-2019-6147

State PUBLIC

Assigner psirt@forcepoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-23 20:15:00 UTC

Updated 2021-09-16 13:16:00 UTC

Description Forcepoint NGFW Security Management Center (SMC) versions lower than 6.5.12 or 6.7.1 have a rare issue that in specific circumstances can corrupt the internal configuration database. When the database is corrupted, the SMC might produce an incorrect IPsec configuration for the Forcepoint Next Generation Firewall (NGFW), possibly resulting in settings that are weaker than expected. All SMC versions lower than 6.5.12 or 6.7.1 are vulnerable.

Risk And Classification

Problem Types: CWE-704

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Forcepoint Next Generation Firewall Security Management Center All All All All

Application Forcepoint Next Generation Firewall Security Management Center All All All All

References

Reference Source

KB Article | Forcepoint Support CONFIRM

Security Advisory: Database corruption vulnerability in Forcepoint NGFW Security Management Center (SMC) (CVE-2019-6147) CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2019-6147
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


