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Summary

CVE CVE-2019-6154

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 17:29:00 UTC

Updated 2019-10-09 23:51:00 UTC

Description A DLL search path vulnerability was reported in Lenovo Bootable Generator, prior to version Mar-2019, that could allow a malicious user with local access to execute code on the system.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lenovo Bootable Usb All All All All

Application Lenovo Bootable Usb All All All All

Hardware Lenovo Ideacentre - All All All

Hardware Lenovo Ideacentre - All All All

Hardware Lenovo Thinkcentre - All All All

Hardware Lenovo Thinkcentre - All All All

Hardware Lenovo Thinkpad - All All All

Hardware Lenovo Thinkpad - All All All

Hardware Lenovo Thinkstation - All All All

Hardware Lenovo Thinkstation - All All All

References

Reference Source Link Tags

Lenovo Bootable Generator Vulnerability - Lenovo Support US MISC support.lenovo.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo thanks SaifAllah benMassaoud & Oussama Sahnoun and Mustapha
Mhenaoui for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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