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Summary

CVE CVE-2019-6156

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 17:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In Lenovo systems, SMM BIOS Write Protection is used to prevent writes to SPI Flash. While this provides sufficient protection, an additional layer of protection is provided by SPI Protected Range Registers (PRx). Lenovo was notified that after resuming from S3 sleep mode in various versions of BIOS for Lenovo systems, the PRx is not set. This does not impact the SMM BIOS Write Protection, which keeps systems protected.

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo 330-14igm - All All All

Hardware Lenovo 330-14igm - All All All

Operating System Lenovo 330-14igm Firmware All All All All

Operating System Lenovo 330-14igm Firmware All All All All

Hardware Lenovo 330-15igm - All All All

Hardware Lenovo 330-15igm - All All All

Operating System Lenovo 330-15igm Firmware All All All All

Operating System Lenovo 330-15igm Firmware All All All All

Hardware Lenovo 510-15ikl - All All All

Hardware Lenovo 510-15ikl - All All All

Operating System Lenovo 510-15ikl Firmware - All All All

Operating System Lenovo 510-15ikl Firmware - All All All

Hardware Lenovo 510s-08ikl - All All All

Hardware Lenovo 510s-08ikl - All All All

Operating System Lenovo 510s-08ikl Firmware - All All All

Operating System Lenovo 510s-08ikl Firmware - All All All

Hardware Lenovo 530s-07icb - All All All
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