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Summary

CVE CVE-2019-6163

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-26 14:15:00 UTC

Updated 2019-09-13 19:15:00 UTC

Description A denial of service vulnerability was reported in Lenovo System Update before version 5.07.0084 that could allow service log files to be written to non-standard locations.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo B Series - All All All

Hardware Lenovo B Series - All All All

Hardware Lenovo C100 - All All All

Hardware Lenovo C100 - All All All

Hardware Lenovo C200 - All All All

Hardware Lenovo C200 - All All All

Hardware Lenovo E Series - All All All

Hardware Lenovo E Series - All All All

Hardware Lenovo J100 - All All All

Hardware Lenovo J100 - All All All

Hardware Lenovo J105 - All All All

Hardware Lenovo J105 - All All All

Hardware Lenovo J110 - All All All

Hardware Lenovo J110 - All All All

Hardware Lenovo J115 - All All All

Hardware Lenovo J115 - All All All

Hardware Lenovo J200 - All All All
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Hardware Lenovo J200 - All All All

Hardware Lenovo J200 - All All All

Hardware Lenovo J200p - All All All

Hardware Lenovo J200p - All All All

Hardware Lenovo J205 - All All All

Hardware Lenovo J205 - All All All

Hardware Lenovo K Series - All All All

Hardware Lenovo K Series - All All All

Hardware Lenovo N100 - All All All

Hardware Lenovo N100 - All All All

Hardware Lenovo N200 - All All All

Hardware Lenovo N200 - All All All

Hardware Lenovo S200 - All All All

Hardware Lenovo S200 - All All All

Hardware Lenovo S200p - All All All

Hardware Lenovo S200p - All All All

Hardware Lenovo S205 - All All All

Hardware Lenovo S205 - All All All

Application Lenovo System Update All All All All

Application Lenovo System Update All All All All

Hardware Lenovo Thinkcentre - All All All

Hardware Lenovo Thinkcentre - All All All

Hardware Lenovo Thinkpad - All All All

Hardware Lenovo Thinkpad - All All All

Hardware Lenovo Thinkstation - All All All

Hardware Lenovo Thinkstation - All All All

Hardware Lenovo V100 - All All All

Hardware Lenovo V100 - All All All

Hardware Lenovo V200 - All All All

Hardware Lenovo V200 - All All All

Hardware Lenovo V Series - All All All

Hardware Lenovo V Series - All All All

References

Reference Source Link Tags

System Update Vulnerability - Lenovo Support US CONFIRM support.lenovo.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo would like to thank Eran Shimony at CyberArk Labs for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://www.cve.org/CVERecord?id=CVE-2019-6163
https://nvd.nist.gov/vuln/detail/CVE-2019-6163
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-6163
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit



