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Summary

CVE CVE-2019-6190

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-14 17:15:00 UTC

Updated 2020-03-16 13:10:00 UTC

Description Lenovo was notified of a potential denial of service vulnerability, affecting various versions of BIOS for Lenovo Desktop, Desktop - All in One, and ThinkStation, that could cause PCRs to be cleared intermittently after resuming from sleep (S3) on systems with Intel TXT enabled.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo 510-15ikl - All All All

Hardware Lenovo 510-15ikl - All All All

Operating System Lenovo 510-15ikl Firmware All All All All

Operating System Lenovo 510-15ikl Firmware All All All All

Hardware Lenovo 510s-08ikl - All All All

Hardware Lenovo 510s-08ikl - All All All

Operating System Lenovo 510s-08ikl Firmware All All All All

Operating System Lenovo 510s-08ikl Firmware All All All All

Hardware Lenovo A340-22ast - All All All

Hardware Lenovo A340-22ast - All All All

Operating System Lenovo A340-22ast Firmware All All All All

Operating System Lenovo A340-22ast Firmware All All All All

Hardware Lenovo A340-22icb - All All All

Hardware Lenovo A340-22icb - All All All

Operating System Lenovo A340-22icb Firmware All All All All

Operating System Lenovo A340-22icb Firmware All All All All

Hardware Lenovo A340-22 Iwl - All All All
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Hardware Lenovo A340-22 Iwl - All All All

Hardware Lenovo A340-22 Iwl - All All All

Operating System Lenovo A340-22 Iwl Firmware All All All All

Operating System Lenovo A340-22 Iwl Firmware All All All All

Hardware Lenovo A340-24icb - All All All

Hardware Lenovo A340-24icb - All All All

Operating System Lenovo A340-24icb Firmware All All All All

Operating System Lenovo A340-24icb Firmware All All All All

Hardware Lenovo A340-24 Iwl - All All All

Hardware Lenovo A340-24 Iwl - All All All

Operating System Lenovo A340-24 Iwl Firmware All All All All

Operating System Lenovo A340-24 Iwl Firmware All All All All

Hardware Lenovo Aio520-22iku - All All All

Hardware Lenovo Aio520-22iku - All All All

Operating System Lenovo Aio520-22iku Firmware All All All All

Operating System Lenovo Aio520-22iku Firmware All All All All

Hardware Lenovo Aio520-24arr - All All All

Hardware Lenovo Aio520-24arr - All All All

Operating System Lenovo Aio520-24arr Firmware All All All All

Operating System Lenovo Aio520-24arr Firmware All All All All

Hardware Lenovo Aio520-24iku - All All All

Hardware Lenovo Aio520-24iku - All All All

Operating System Lenovo Aio520-24iku Firmware All All All All

Operating System Lenovo Aio520-24iku Firmware All All All All

Hardware Lenovo Aio520-27ikl - All All All

Hardware Lenovo Aio520-27ikl - All All All

Operating System Lenovo Aio520-27ikl Firmware All All All All

Operating System Lenovo Aio520-27ikl Firmware All All All All

Hardware Lenovo Aio 330-20ast - All All All

Hardware Lenovo Aio 330-20ast - All All All

Operating System Lenovo Aio 330-20ast Firmware All All All All

Operating System Lenovo Aio 330-20ast Firmware All All All All

Hardware Lenovo Aio 330-20igm - All All All

Hardware Lenovo Aio 330-20igm - All All All

Operating System Lenovo Aio 330-20igm Firmware All All All All

Operating System Lenovo Aio 330-20igm Firmware All All All All
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Operating System Lenovo Ideacentre 720-18icb Firmware All All All All

Hardware Lenovo Ideacentre 730s-24ikb - All All All

Hardware Lenovo Ideacentre 730s-24ikb - All All All

Operating System Lenovo Ideacentre 730s-24ikb Firmware All All All All

Operating System Lenovo Ideacentre 730s-24ikb Firmware All All All All

Hardware Lenovo Legion C530-19icb - All All All

Hardware Lenovo Legion C530-19icb - All All All

Operating System Lenovo Legion C530-19icb Firmware All All All All

Operating System Lenovo Legion C530-19icb Firmware All All All All

Hardware Lenovo Legion C730-19ico - All All All

Hardware Lenovo Legion C730-19ico - All All All

Operating System Lenovo Legion C730-19ico Firmware All All All All

Operating System Lenovo Legion C730-19ico Firmware All All All All

Hardware Lenovo Legion T530-28apr - All All All

Hardware Lenovo Legion T530-28apr - All All All

Operating System Lenovo Legion T530-28apr Firmware All All All All
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Operating System Lenovo Legion T530-28icb Reflash Firmware All All All All

Hardware Lenovo Legion T730-28ico - All All All

Hardware Lenovo Legion T730-28ico - All All All

Operating System Lenovo Legion T730-28ico Firmware All All All All

Operating System Lenovo Legion T730-28ico Firmware All All All All

Hardware Lenovo Legion Y520t Z370 - All All All

Hardware Lenovo Legion Y520t Z370 - All All All

Operating System Lenovo Legion Y520t Z370 Firmware All All All All
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