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Summary

CVE CVE-2019-6292

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-15 00:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description An issue was discovered in singledocparser.cpp in yaml-cpp (aka LibYaml-C++) 0.6.2. Stack Exhaustion occurs in YAML::SingleDocParser, and there is a stack consumption problem caused by recursive stack frames: HandleCompactMap, HandleMap, HandleFlowSequence, HandleSequence, HandleNode. Remote attackers could leverage this vulnerability to cause a denial-of-service via a cpp file.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yaml-cpp Project Yaml-cpp 0.6.2 All All All

Application Yaml-cpp Project Yaml-cpp 0.6.2 All All All

References

Reference

Recursive Stack Frames: HandleCompactMap, HandleMap, HandleFlowSequence, HandleSequence, HandleNode · Issue #657 · jbeder/yaml-cpp · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

751960 OpenSUSE Security Update for yaml-cpp (openSUSE-SU-2022:1073-1)

751995 SUSE Enterprise Linux Security Update for yaml-cpp (SUSE-SU-2022:1073-1)

753861 SUSE Enterprise Linux Security Update for yaml-cpp (SUSE-SU-2023:1740-3)

900191 CBL-Mariner Linux Security Update for yaml-cpp 0.6.2
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901064 Common Base Linux Mariner (CBL-Mariner) Security Update for yaml-cpp (7009-1)

903244 Common Base Linux Mariner (CBL-Mariner) Security Update for yaml-cpp (2693)

906039 Common Base Linux Mariner (CBL-Mariner) Security Update for yaml-cpp (2693-1)
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