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Summary

CVE CVE-2019-6318

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-11 15:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description HP LaserJet Enterprise printers, HP PageWide Enterprise printers, HP LaserJet Managed printers, HP Officejet Enterprise printers have an insufficient solution bundle signature validation that potentially allows execution of arbitrary code.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Color Laserjet Cm4540 Mfp - All All All

Hardware Hp Color Laserjet Cm4540 Mfp - All All All

Operating System Hp Color Laserjet Cm4540 Mfp Firmware All All All All

Operating System Hp Color Laserjet Cm4540 Mfp Firmware All All All All

Hardware Hp Color Laserjet Enterprise Cp5525 - All All All

Hardware Hp Color Laserjet Enterprise Cp5525 - All All All

Operating System Hp Color Laserjet Enterprise Cp5525 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Cp5525 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 - All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M577 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M680 - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M680 - All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M680 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M680 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 - All All All
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Hardware Hp Color Laserjet Enterprise Flow Mfp M681 - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 - All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M681 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 - All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M682 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M682 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M880z - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M880z - All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M880z Firmware All All All All

Operating System Hp Color Laserjet Enterprise Flow Mfp M880z Firmware All All All All

Hardware Hp Color Laserjet Enterprise M552 - All All All

Hardware Hp Color Laserjet Enterprise M552 - All All All

Operating System Hp Color Laserjet Enterprise M552 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M552 Firmware All All All All

Hardware Hp Color Laserjet Enterprise M553 - All All All

Hardware Hp Color Laserjet Enterprise M553 - All All All

Operating System Hp Color Laserjet Enterprise M553 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M553 Firmware All All All All

Hardware Hp Color Laserjet Enterprise M651 - All All All

Hardware Hp Color Laserjet Enterprise M651 - All All All

Operating System Hp Color Laserjet Enterprise M651 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M651 Firmware All All All All

Hardware Hp Color Laserjet Enterprise M652 - All All All

Hardware Hp Color Laserjet Enterprise M652 - All All All

Operating System Hp Color Laserjet Enterprise M652 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M652 Firmware All All All All

Hardware Hp Color Laserjet Enterprise M653 - All All All

Hardware Hp Color Laserjet Enterprise M653 - All All All

Operating System Hp Color Laserjet Enterprise M653 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M653 Firmware All All All All

Hardware Hp Color Laserjet Enterprise M750 - All All All

Hardware Hp Color Laserjet Enterprise M750 - All All All

Operating System Hp Color Laserjet Enterprise M750 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M750 Firmware All All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m681
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m681_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m681_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m682
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m682
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m682_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m682_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m880z
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m880z
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m880z_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_flow_mfp_m880z_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m552
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m552
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m552_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m552_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m553
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m553
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m553_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m553_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m651
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m651
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m651_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m651_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m652
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m652
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m652_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m652_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m653
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m653
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m653_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m653_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m750
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m750
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m750_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/color_laserjet_enterprise_m750_firmware


Hardware Hp Color Laserjet Enterprise M855 - All All All

Hardware Hp Color Laserjet Enterprise M855 - All All All

Operating System Hp Color Laserjet Enterprise M855 Firmware All All All All

Operating System Hp Color Laserjet Enterprise M855 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 - All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 - All All All

Operating System Hp Color Laserjet Enterprise Mfp M577 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Mfp M577 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Mfp M680 - All All All

Hardware Hp Color Laserjet Enterprise Mfp M680 - All All All

Operating System Hp Color Laserjet Enterprise Mfp M680 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Mfp M680 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 - All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 - All All All

Operating System Hp Color Laserjet Enterprise Mfp M681 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Mfp M681 Firmware All All All All

Hardware Hp Color Laserjet Enterprise Mfp M682 - All All All

Hardware Hp Color Laserjet Enterprise Mfp M682 - All All All

Operating System Hp Color Laserjet Enterprise Mfp M682 Firmware All All All All

Operating System Hp Color Laserjet Enterprise Mfp M682 Firmware All All All All

Hardware Hp Color Laserjet Managed E55040dw - All All All

Hardware Hp Color Laserjet Managed E55040dw - All All All

Operating System Hp Color Laserjet Managed E55040dw Firmware All All All All

Operating System Hp Color Laserjet Managed E55040dw Firmware All All All All

Hardware Hp Color Laserjet Managed E65050 - All All All

Hardware Hp Color Laserjet Managed E65050 - All All All

Operating System Hp Color Laserjet Managed E65050 Firmware All All All All

Operating System Hp Color Laserjet Managed E65050 Firmware All All All All

Hardware Hp Color Laserjet Managed E65060 - All All All

Hardware Hp Color Laserjet Managed E65060 - All All All

Operating System Hp Color Laserjet Managed E65060 Firmware All All All All

Operating System Hp Color Laserjet Managed E65060 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E57540 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E57540 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E57540 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E57540 Firmware All All All All
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Operating System Hp Color Laserjet Managed Flow Mfp E57540 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E6750 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E6750 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E6750 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E6750 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E67560 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E67560 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E67560 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E67560 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77822 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77822 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77822 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77822 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77825 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77825 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77825 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77825 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77830 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E77830 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77830 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E77830 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87640 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87640 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87640 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87640 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87650 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87650 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87650 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87650 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87660 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp E87660 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87660 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp E87660 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp M577 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp M577 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp M577 Firmware All All All All
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Operating System Hp Color Laserjet Managed Flow Mfp M577 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp M680 - All All All

Hardware Hp Color Laserjet Managed Flow Mfp M680 - All All All

Operating System Hp Color Laserjet Managed Flow Mfp M680 Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp M680 Firmware All All All All

Hardware Hp Color Laserjet Managed Flow Mfp M880zm - All All All

Hardware Hp Color Laserjet Managed Flow Mfp M880zm - All All All

Operating System Hp Color Laserjet Managed Flow Mfp M880zm Firmware All All All All

Operating System Hp Color Laserjet Managed Flow Mfp M880zm Firmware All All All All

Hardware Hp Color Laserjet Managed M553 - All All All

Hardware Hp Color Laserjet Managed M553 - All All All

Operating System Hp Color Laserjet Managed M553 Firmware All All All All

Operating System Hp Color Laserjet Managed M553 Firmware All All All All

Hardware Hp Color Laserjet Managed M651 - All All All

Hardware Hp Color Laserjet Managed M651 - All All All

Operating System Hp Color Laserjet Managed M651 Firmware All All All All

Operating System Hp Color Laserjet Managed M651 Firmware All All All All

Hardware Hp Color Laserjet Managed Mfp E57540 - All All All

Hardware Hp Color Laserjet Managed Mfp E57540 - All All All

Operating System Hp Color Laserjet Managed Mfp E57540 Firmware All All All All

Operating System Hp Color Laserjet Managed Mfp E57540 Firmware All All All All

Hardware Hp Color Laserjet Managed Mfp E67550 - All All All

Hardware Hp Color Laserjet Managed Mfp E67550 - All All All

Operating System Hp Color Laserjet Managed Mfp E67550 Firmware All All All All

Operating System Hp Color Laserjet Managed Mfp E67550 Firmware All All All All

Hardware Hp Color Laserjet Managed Mfp E67560 - All All All

Hardware Hp Color Laserjet Managed Mfp E67560 - All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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