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Summary

CVE CVE-2019-6320

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-09 19:15:00 UTC

Updated 2020-01-22 18:38:00 UTC

Description Certain HP DeskJet 3630 All-in-One Printers models F5S43A - F5S57A, K4T93A - K4T99C, K4U00B - K4U03B, and V3F21A - V3F22A (firmware version SWP1FN1912BR or higher) have a Cross-Site Request Forgery (CSRF) vulnerability that could lead to a denial of service (DOS) or device misconfiguration.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Deskjet 3630 F5s43a - All All All

Hardware Hp Deskjet 3630 F5s43a - All All All

Operating System Hp Deskjet 3630 F5s43a Firmware All All All All

Operating System Hp Deskjet 3630 F5s43a Firmware All All All All

Hardware Hp Deskjet 3630 F5s57a - All All All

Hardware Hp Deskjet 3630 F5s57a - All All All

Operating System Hp Deskjet 3630 F5s57a Firmware All All All All

Operating System Hp Deskjet 3630 F5s57a Firmware All All All All

Hardware Hp Deskjet 3630 K4t93a - All All All

Hardware Hp Deskjet 3630 K4t93a - All All All

Operating System Hp Deskjet 3630 K4t93a Firmware All All All All

Operating System Hp Deskjet 3630 K4t93a Firmware All All All All

Hardware Hp Deskjet 3630 K4t99c - All All All

Hardware Hp Deskjet 3630 K4t99c - All All All

Operating System Hp Deskjet 3630 K4t99c Firmware All All All All

Operating System Hp Deskjet 3630 K4t99c Firmware All All All All

Hardware Hp Deskjet 3630 K4u00b - All All All
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Hardware Hp Deskjet 3630 K4u00b - All All All

Hardware Hp Deskjet 3630 K4u00b - All All All

Operating System Hp Deskjet 3630 K4u00b Firmware All All All All

Operating System Hp Deskjet 3630 K4u00b Firmware All All All All

Hardware Hp Deskjet 3630 K4u03b - All All All

Hardware Hp Deskjet 3630 K4u03b - All All All

Operating System Hp Deskjet 3630 K4u03b Firmware All All All All

Operating System Hp Deskjet 3630 K4u03b Firmware All All All All

Hardware Hp Deskjet 3630 V3f21a - All All All

Hardware Hp Deskjet 3630 V3f21a - All All All

Operating System Hp Deskjet 3630 V3f21a Firmware All All All All

Operating System Hp Deskjet 3630 V3f21a Firmware All All All All

Hardware Hp Deskjet 3630 V3f22a - All All All

Hardware Hp Deskjet 3630 V3f22a - All All All

Operating System Hp Deskjet 3630 V3f22a Firmware All All All All

Operating System Hp Deskjet 3630 V3f22a Firmware All All All All

References

Reference Source Link Tags

HPSBPI03613 rev. 1 - HP DeskJet 3630 Printers - Cross Site Request Forgery | HP® Customer Support CONFIRM support.hp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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