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Summary

CVE CVE-2019-6337

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-07 15:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description For the printers listed a maliciously crafted print file might cause certain HP Inkjet printers to assert. Under certain circumstances, the printer produces a core dump to a local device.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 2dr21d - All All All

Hardware Hp 2dr21d - All All All

Operating System Hp 2dr21d Firmware All All All All

Operating System Hp 2dr21d Firmware All All All All

Hardware Hp D3q15a - All All All

Hardware Hp D3q15a - All All All

Operating System Hp D3q15a Firmware All All All All

Operating System Hp D3q15a Firmware All All All All

Hardware Hp D3q15b - All All All
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Hardware Hp D3q15d - All All All

Operating System Hp D3q15d Firmware All All All All

Operating System Hp D3q15d Firmware All All All All

Hardware Hp D3q16a - All All All
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HPSBPI03630 rev. 2 - HP Inkjet Printers - Buffer Overflow and Local Disclosure of Information | HP® Customer Support MISC support.hp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/hp
http://cve.report/software/hp/w2z53b
http://cve.report/vendor/hp
http://cve.report/software/hp/w2z53b
http://cve.report/vendor/hp
http://cve.report/software/hp/w2z53b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/w2z53b_firmware
https://support.hp.com/us-en/document/c06458150
https://www.cve.org/CVERecord?id=CVE-2019-6337
https://nvd.nist.gov/vuln/detail/CVE-2019-6337
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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