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Summary

CVE CVE-2019-6339

State PUBLIC

Assigner security@drupal.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-22 15:29:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description In Drupal Core versions 7.x prior to 7.62, 8.6.x prior to 8.6.6 and 8.5.x prior to 8.5.9; A remote code execution vulnerability exists in PHP's built-in phar stream wrapper when performing file operations on an untrusted phar:// URI. Some Drupal code (core, contrib, and custom) may be performing file operations on insufficiently validated user input, thereby being exposed to this vulnerability. This vulnerability is mitigated by the fact that such code paths typically require access to an administrative permission or an atypical configuration.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Drupal Drupal All All All All

Application Drupal Drupal All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4370-1 drupal7 DEBIAN www.debian.org Third Party Advisory

Drupal core - Critical - Arbitrary PHP code execution - SA-CORE-2019-002 | Drupal.org CONFIRM www.drupal.org Patch, Vendor Advisory

[SECURITY] [DLA 1659-1] drupal7 security update MLIST lists.debian.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2019-6339/mitre
https://cve.report/CVE-2019-6339/nist
https://cve.report/CVE-2019-6339/cve_org
https://cve.report/api/cve/CVE-2019-6339.json
https://cve.report/CVE-2019-6339.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
https://www.debian.org/security/2019/dsa-4370
https://www.drupal.org/sa-core-2019-002
https://lists.debian.org/debian-lts-announce/2019/02/msg00004.html
https://www.cve.org/CVERecord?id=CVE-2019-6339
https://nvd.nist.gov/vuln/detail/CVE-2019-6339


There are currently no legacy QID mappings associated with this CVE.
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