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CVE-2019-6341 - advisory for SA-CORE-2019-004

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaomvnneLrruumsceuian  Gertain versions of Debian Linux from Debian contain the foIIowing
: vulnerability:

In Drupal 7 versions prior to 7.65; Drupal 8.6 versions prior to
8.6.13;Drupal 8.5 versions prior to 8.5.14. Under certain circumstances
the File module/subsystem allows a malicious user to upload a file that
can trigger a cross-site scripting (XSS) vulnerability.

CVE-2019-6341 has been assigned by ¢ security@drupal.org to track the vulnerability - currently rated as severity.
Affected Vendor/Software: ¢ Drupal - Drupal core version < 7.65
Affected Vendor/Software: ¢) Drupal - Drupal core version < 8.6.13

Affected Vendor/Software: ¢ Drupal - Drupal core version < 8.5.14

CVSS3 Score: [SHEMEDIUM)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK LOW

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE |
CVSS2 Score: [355=LOW

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

CVE References


https://cve.report/
https://cve.report/CVE-2019-6341/mitre
https://cve.report/CVE-2019-6341/nist
https://cve.report/CVE-2019-6341/cve_org
https://cve.report/CVE-2019-6341.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description Tags Link

[SECURITY] Fedora 28 Update: drupal8-8.6.13-1.fc28 - [l i LI FEDORA FEDORA-2019-79bd99f9a8

package-announce - Fedora Mailing-Lists lists.fedoraproject.org

text/html
[SECURITY] Fedora 29 Update: drupal7-7.65-1.fc29 - Third Party Advisory FEDORA FEDORA-2019-35589cfcb5
package-announce - Fedora Mailing-Lists lists.fedoraproject.org

text/html
Synology Inc. www.synology.com smo CONFIRM

text/html www.synology.com/security/advisory/Synology_SA_19_13
[SECURITY] Fedora 28 Update: drupal7-7.65-1.fc28 - Third Party Advisory FEDORA FEDORA-2019-2fbce03df3
package-announce - Fedora Mailing-Lists lists.fedoraproject.org

text/html

[SECURITY] Fedora 29 Update: drupal8-8.6.13-1.fc29 - [Nz CER FEDORA FEDORA-2019-1d9be4b853
package-announce - Fedora Mailing-Lists lists.fedoraproject.org
text/html

[SECURITY] [DLA 1746-1] drupal7 security update Mailing List (@ MLIST [debian-lts-announce] 20190401 [SECURITY]
Third Party Advisory [DLA 1746-1] drupal7 security update
lists.debian.org
text/html

Drupal core - Moderately critical - Cross Site Scripting -

SA-CORE-2019-004 | Drupal.org Vendor Advisory
www.drupal.org
text/html

¢® CONFIRM www.drupal.org/sa-core-2019-004

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

500873 Alpine Linux Security Update for drupal7

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Application Drupal Drupal All All All All
Application Drupal Drupal All All All All
Operating Fedoraproject Fedora 28 All All All
System

Operating Fedoraproject Fedora 29 All All All
System

Operating Fedoraproject Fedora 28 All All All
System

Operating Fedoraproject Fedora 29 All All All


http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QNTLCBAN6T7WYR5C4TNEYQD65IIR3V4P/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/P4KTET2PTSIS3ZZ4SGBRQEN6CCLV5SYX/
https://www.synology.com/security/advisory/Synology_SA_19_13
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Y4SVTVIJ33XCFQ6X6XTVMQM3NPLP2WFS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IWHF4LALNBZCXMITWWVWKY3PNVYTM3N7/
https://lists.debian.org/debian-lts-announce/2019/04/msg00003.html
https://www.drupal.org/sa-core-2019-004
mailto:%20comment@cve.report
http://cve.report/qid/500873
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora

Systern
cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

Lk Lk k kR akak.

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*::

LKk kKK kKK,

cpe:2.3:a:drupal:drupal:*:*:** "

LKk kK koK Kk,

cpe:2.3:a:drupal:drupal:*:*:*:* "

ARk kKRR k.

cpe:2.3:0:fedoraproject:fedora:28:*:*:*:*:*:*:*:

ARk koK ok kR,

cpe:2.3:0:fedoraproject:fedora:29:*:*:*:*:*:*:*:

akak KoKk Rk,

cpe:2.3:0:fedoraproject:fedora:29:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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