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Summary

CVE CVE-2019-6452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-06 19:29:00 UTC

Updated 2021-06-28 15:01:00 UTC

Description Kyocera Command Center RX TASKalfa4501i and TASKalfa5052ci allows remote attackers to abuse the Test button in the machine address book to obtain a cleartext FTP or SMB password.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Kyocera Command Center Rx - All All All

Operating System Kyocera Command Center Rx - All All All

Hardware Kyocera Taskalfa4501i - All All All

Hardware Kyocera Taskalfa4501i - All All All

Hardware Kyocera Taskalfa5052ci - All All All

Hardware Kyocera Taskalfa5052ci - All All All

Hardware Kyocera Taskalfa 4501i - All All All

Hardware Kyocera Taskalfa 5052ci - All All All

References

Reference Source Link Tags

CVEs/CVE-2019-6452 at master · cvereveal/CVEs · GitHub MISC github.com Exploit, Third Party Advisory

首頁 - 行政院國家資通安全會報技術服務中心 MISC www.nccst.nat.gov.tw Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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