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Summary

CVE CVE-2019-6474

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-16 18:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A missing check on incoming client requests can be exploited to cause a situation where the Kea server's lease storage contains leases which are rejected as invalid when the server tries to load leases from storage on restart. If the number of such leases exceeds a hard-coded limit in the Kea code, a server trying to restart will conclude that there is a problem with its lease store and give up. Versions affected: 1.4.0 to 1.5.0, 1.6.0-beta1, and 1.6.0-beta2

Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Kea 1.6.0 beta1 All All

Application Isc Kea 1.6.0 beta2 All All

Application Isc Kea 1.6.0 beta1 All All

Application Isc Kea 1.6.0 beta2 All All

Application Isc Kea All All All All

References

Reference

CVE-2019-6474: An oversight when validating incoming client requests can lead to a situation where the Kea server will exit when trying to restart - Security Advisories

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501024 Alpine Linux Security Update for kea

504037 Alpine Linux Security Update for kea
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