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Summary

CVE CVE-2019-6477

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-26 16:15:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description With pipelining enabled each incoming query on a TCP connection requires a similar resource allocation to a query received via UDP or via TCP without pipelining enabled. A client using a TCP-pipelined connection to a server could consume more resources than the server has been provisioned to handle. When a TCP connection with a large number of pipelined queries is closed, the load on the server releasing these multiple resources can cause it to become unresponsive, even for queries that can be answered authoritatively or from cache. (This is most likely to be perceived as an intermittent server problem).

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Isc Bind 9.11.12 s1 All All

Application Isc Bind 9.11.5 s6 All All

Application Isc Bind 9.11.6 p1 All All

Application Isc Bind 9.11.6 rc1 All All

Application Isc Bind 9.12.4 p1 All All

Application Isc Bind 9.12.4 p2 All All

Application Isc Bind 9.11.12 s1 All All

Application Isc Bind 9.11.5 s6 All All

Application Isc Bind 9.11.6 p1 All All

Application Isc Bind 9.11.6 rc1 All All

Application Isc Bind 9.12.4 p1 All All

Application Isc Bind 9.12.4 p2 All All

Application Isc Bind All All All All
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Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2020:1699-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: bind-dyndb-ldap-11.1-20.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

support.f5.com/csp/article/K15840535 CONFIRM support.f5.com

[SECURITY] Fedora 30 Update: bind-dyndb-ldap-11.1-20.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: bind-dyndb-ldap-11.2-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1701-1: moderate: Security update f SUSE lists.opensuse.org

myF5 support.f5.com

Synology Inc. CONFIRM www.synology.com

CVE-2019-6477: TCP-pipelined queries can bypass tcp-clients limit - Security Advisories CONFIRM kb.isc.org

Debian -- Security Information -- DSA-4689-1 bind9 DEBIAN www.debian.org

[SECURITY] Fedora 31 Update: bind-dyndb-ldap-11.2-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)

377284 Alibaba Cloud Linux Security Update for bind (ALINUX2-SA-2020:0083)

500057 Alpine Linux Security Update for bind

503738 Alpine Linux Security Update for bind

http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00041.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/L3DEMNZMKR57VQJCG5ZN55ZGTQRL2TFQ/
https://support.f5.com/csp/article/K15840535?utm_source=f5support&amp;utm_medium=RSS
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/L3DEMNZMKR57VQJCG5ZN55ZGTQRL2TFQ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XGURMGQHX45KR4QDRCSUQHODUFOGNGAN/
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00044.html
https://support.f5.com/csp/article/K15840535?utm_source=f5support&amp%253Butm_medium=RSS
https://www.synology.com/security/advisory/Synology_SA_19_39
https://kb.isc.org/docs/cve-2019-6477
https://www.debian.org/security/2020/dsa-4689
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XGURMGQHX45KR4QDRCSUQHODUFOGNGAN/
https://www.cve.org/CVERecord?id=CVE-2019-6477
https://nvd.nist.gov/vuln/detail/CVE-2019-6477
http://cve.report/qid/296075
http://cve.report/qid/377284
http://cve.report/qid/500057
http://cve.report/qid/503738
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-6477
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


