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Summary

CVE CVE-2019-6485

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-22 23:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Citrix NetScaler Gateway 12.1 before build 50.31, 12.0 before build 60.9, 11.1 before build 60.14, 11.0 before build 72.17, and 10.5 before build 69.5 and Application Delivery Controller (ADC) 12.1 before build 50.31, 12.0 before build 60.9, 11.1 before build 60.14, 11.0 before build 72.17, and 10.5 before build 69.5 allow remote attackers to obtain sensitive plaintext information because of a TLS Padding Oracle Vulnerability when CBC-based cipher suites are enabled.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Citrix Netscaler Application Delivery Controller - All All All

Hardware Citrix Netscaler Application Delivery Controller - All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 10.5 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 11.0 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 11.1 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 12.0 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 12.1 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 10.5 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 11.0 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 11.1 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 12.0 All All All

Operating System Citrix Netscaler Application Delivery Controller Firmware 12.1 All All All

Hardware Citrix Netscaler Gateway - All All All

Hardware Citrix Netscaler Gateway - All All All

Operating System Citrix Netscaler Gateway Firmware 10.5 All All All

Operating System Citrix Netscaler Gateway Firmware 11.0 All All All

Operating System Citrix Netscaler Gateway Firmware 11.1 All All All
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Operating System Citrix Netscaler Gateway Firmware 11.1 All All All

Operating System Citrix Netscaler Gateway Firmware 12.0 All All All

Operating System Citrix Netscaler Gateway Firmware 12.1 All All All

Operating System Citrix Netscaler Gateway Firmware 10.5 All All All

Operating System Citrix Netscaler Gateway Firmware 11.0 All All All

Operating System Citrix Netscaler Gateway Firmware 11.1 All All All

Operating System Citrix Netscaler Gateway Firmware 12.0 All All All

Operating System Citrix Netscaler Gateway Firmware 12.1 All All All

References

Reference Source Link

GitHub - RUB-NDS/TLS-Padding-Oracles: New TLS Padding Oracles MISC github.com

CVE-2019-6485 - TLS Padding Oracle Vulnerability in Citrix Application Delivery Controller (ADC) and NetScaler Gateway MISC support.citrix.com

Citrix Application Delivery Controller and NetScaler Gateway Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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