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CVE CVE-2019-6504
State PUBLIC
Assigner vuln@ca.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-06 00:29:00 UTC
Updated 2021-04-07 18:13:00 UTC
Description Insufficient output sanitization in the Automic Web Interface (AWI), in CA Automic Workload Automation 12.0 to 12.2, allow
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Automic Workload Automation All All All All

Application Ca Automic Workload Automation All All All All

Reference Source Link Tags
Home - Broadcom Community - Discussion Forums, Technical Docs, and Expert Blogs MISC communities.ca.com Vendor Ac
CA20190124-01: Security Notice for CA Automic Workload Automation MISC support.ca.com Vendor Ac
Cross-site scripting in CA Automic Workload Automation Web Interface — SEC Consult  MISC sec-consult.com Third Party
Full Disclosure: CA20190124-01: Security Notice for CA Automic Workload Automation FULLDISC seclists.org Mailing Lis
CA Automic Workload Automation 12.x Cross Site Scripting ~ Packet Storm MISC packetstormsecurity.com  Third Part
CA Automic Workload Automation CVE-2019-6504 HTML Injection Vulnerability BID www.securityfocus.com  Third Part
'Fwd: CA20190124-01: Security Notice for CA Automic Workload Automation' - MARC ~ BUGTRAQ marc.info Mailing Lis
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
4] |

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-6504/mitre
https://cve.report/CVE-2019-6504/nist
https://cve.report/CVE-2019-6504/cve_org
https://cve.report/CVE-2019-6504.pdf
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/automic_workload_automation
http://cve.report/vendor/ca
http://cve.report/software/ca/automic_workload_automation
https://communities.ca.com/community/product-vulnerability-response/blog/2019/01/24/ca20190124-01-security-notice-for-ca-automic-workload-automation
https://support.ca.com/us/product-content/recommended-reading/security-notices/CA20190124-01-security-notice-for-ca-automic-workload-automation.html
https://sec-consult.com/en/blog/advisories/cross-site-scripting-in-ca-automic-workload-automation-web-interface-formerly-automic-automation-engine/
https://seclists.org/fulldisclosure/2019/Jan/61
https://packetstormsecurity.com/files/151325/CA-Automic-Workload-Automation-12.x-Cross-Site-Scripting.html
http://www.securityfocus.com/bid/106755
https://marc.info/?l=bugtraq&m=154874504200510&w=2
https://www.cve.org/CVERecord?id=CVE-2019-6504
https://nvd.nist.gov/vuln/detail/CVE-2019-6504

There are currently no legacy QID mappings associated with this CVE.
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