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Summary

CVE CVE-2019-6528

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-05 20:29:00 UTC

Updated 2020-10-19 17:52:00 UTC

Description PSI GridConnect GmbH Telecontrol Gateway and Smart Telecontrol Unit family, IEC104 Security Proxy versions Telecontrol Gateway 3G Versions 4.2.21, 5.0.27, 5.1.19, 6.0.16 and prior, and Telecontrol Gateway XS-MU Versions 4.2.21, 5.0.27, 5.1.19, 6.0.16 and prior, and Telecontrol Gateway VM Versions 4.2.21, 5.0.27, 5.1.19, 6.0.16 and prior, and Smart Telecontrol Unit TCG Versions 5.0.27, 5.1.19, 6.0.16 and prior, and IEC104 Security Proxy Version 2.2.10 and prior The web application browser interprets input as active HTML, JavaScript, or VBScript, which could allow an attacker to execute arbitrary code.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Psigridconnect Iec104 Security Proxy - All All All

Hardware Psigridconnect Iec104 Security Proxy - All All All

Operating System Psigridconnect Iec104 Security Proxy Firmware All All All All

Hardware Psigridconnect Smart Telecontrol Unit Tcg - All All All

Hardware Psigridconnect Smart Telecontrol Unit Tcg - All All All

Operating System Psigridconnect Smart Telecontrol Unit Tcg Firmware All All All All

Operating System Psigridconnect Smart Telecontrol Unit Tcg Firmware All All All All

Hardware Psigridconnect Telecontrol Gateway 3g - All All All

Hardware Psigridconnect Telecontrol Gateway 3g - All All All

Operating System Psigridconnect Telecontrol Gateway 3g Firmware All All All All

Operating System Psigridconnect Telecontrol Gateway 3g Firmware All All All All

Hardware Psigridconnect Telecontrol Gateway Vm - All All All

Hardware Psigridconnect Telecontrol Gateway Vm - All All All

Operating System Psigridconnect Telecontrol Gateway Vm Firmware All All All All

Operating System Psigridconnect Telecontrol Gateway Vm Firmware All All All All

Operating System Psigridconnect Telecontrol Gateway Vm Firmware All All All All

Hardware Psigridconnect Telecontrol Gateway Xs-mu - All All All
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Hardware Psigridconnect Telecontrol Gateway Xs-mu - All All All

Hardware Psigridconnect Telecontrol Gateway Xs-mu - All All All

Operating System Psigridconnect Telecontrol Gateway Xs-mu Firmware All All All All

Operating System Psigridconnect Telecontrol Gateway Xs-mu Firmware All All All All

Operating System Psigridconnect Telecontrol Gateway Xs-mu Firmware All All All All

References

Reference Source Link Tags

Multiple PSI GridConnect GmbH Products CVE-2019-6528 Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

PSI GridConnect Telecontrol | CISA MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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