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Summary

CVE CVE-2019-6576

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-14 20:29:00 UTC

Updated 2019-05-22 16:29:00 UTC

Description A vulnerability has been identified in SIMATIC HMI Comfort Panels 4" - 22" (All versions < V15.1 Update 1), SIMATIC HMI Comfort Outdoor Panels 7" & 15" (All versions < V15.1 Update 1), SIMATIC HMI KTP Mobile Panels KTP400F, KTP700, KTP700F, KTP900 und KTP900F (All versions < V15.1 Update 1), SIMATIC WinCC Runtime Advanced (All versions < V15.1 Update 1), SIMATIC WinCC Runtime Professional (All versions < V15.1 Update 1), SIMATIC WinCC (TIA Portal) (All versions < V15.1 Update 1), SIMATIC HMI Classic Devices (TP/MP/OP/MP Mobile Panel) (All versions). An attacker with network access to affected devices could potentially obtain a TLS session key. If the attacker is able to observe TLS traffic between a legitimate user and the device, then the attacker could decrypt the TLS traffic. The security vulnerability could be exploited by an attacker who has network access to the web interface of the device and who is able to observe TLS traffic between legitimate users and the web interface of the affected device. The vulnerability could impact the confidentiality of the communication between the affected device and a legitimate user. At the time of advisory publication no public exploitation of the security vulnerability was known.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Hmi Comfort Outdoor Panels - All All All

Hardware Siemens Simatic Hmi Comfort Outdoor Panels - All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels Firmware All All All All

Hardware Siemens Simatic Hmi Comfort Panels - All All All

Hardware Siemens Simatic Hmi Comfort Panels - All All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware All All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp400f - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp400f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware All All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700f - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All
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Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware All All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900f - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware All All All All

Hardware Siemens Simatic Hmi Mp - All All All

Hardware Siemens Simatic Hmi Mp - All All All

Operating System Siemens Simatic Hmi Mp Firmware All All All All

Operating System Siemens Simatic Hmi Mp Firmware All All All All

Hardware Siemens Simatic Hmi Op - All All All

Hardware Siemens Simatic Hmi Op - All All All

Operating System Siemens Simatic Hmi Op Firmware All All All All

Operating System Siemens Simatic Hmi Op Firmware All All All All

Hardware Siemens Simatic Hmi Tp - All All All

Hardware Siemens Simatic Hmi Tp - All All All

Operating System Siemens Simatic Hmi Tp Firmware All All All All

Operating System Siemens Simatic Hmi Tp Firmware All All All All

Application Siemens Simatic Wincc Tia Portal All All All All

Application Siemens Simatic Wincc Runtime All All All All

Application Siemens Simatic Wincc Runtime All All All All

Application Siemens Simatic Wincc Runtime All All All All

Application Siemens Simatic Wincc Runtime All All All All

Application Siemens Simatic Wincc Tia Portal All All All All

Application Siemens Simatic Wincc Tia Portal All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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