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Summary

CVE CVE-2019-6585

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-10 20:15:00 UTC

Updated 2023-04-25 18:25:00 UTC

Description A vulnerability has been identified in SCALANCE S602 (All versions >= V3.0 and < V4.1), SCALANCE S612 (All versions >= V3.0 and < V4.1), SCALANCE S623 (All versions >= V3.0 and < V4.1), SCALANCE S627-2M (All versions >= V3.0 and < V4.1). The integrated configuration web server of the affected devices could allow Cross-Site Scripting (XSS) attacks if unsuspecting users are tricked into accessing a malicious link. User interaction is required for a successful exploitation. The user must be logged into the web interface in order for the exploitation to succeed.

Risk And Classification

Problem Types: CWE-80

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Scalance S602 - All All All

Hardware Siemens Scalance S602 - All All All

Operating System Siemens Scalance S602 Firmware All All All All

Operating System Siemens Scalance S602 Firmware All All All All

Hardware Siemens Scalance S612 - All All All

Hardware Siemens Scalance S612 - All All All

Operating System Siemens Scalance S612 Firmware All All All All

Operating System Siemens Scalance S612 Firmware All All All All

Hardware Siemens Scalance S623 - All All All

Hardware Siemens Scalance S623 - All All All

Operating System Siemens Scalance S623 Firmware All All All All

Operating System Siemens Scalance S623 Firmware All All All All

Hardware Siemens Scalance S627-2m - All All All

Hardware Siemens Scalance S627-2m - All All All

Operating System Siemens Scalance S627-2m Firmware All All All All

Operating System Siemens Scalance S627-2m Firmware All All All All
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References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-591405.pdf MISC cert-portal.siemens.com Vendor Advisory

Siemens SCALANCE S-600 (Update A) | CISA MISC www.us-cert.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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