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Summary

CVE CVE-2019-6656

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-25 20:15:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description BIG-IP APM Edge Client before version 7.1.8 (7180.2019.508.705) logs the full apm session ID in the log files. Vulnerable versions of the client are bundled with BIG-IP APM versions 15.0.0-15.0.1, 14,1.0-14.1.0.6, 14.0.0-14.0.0.4, 13.0.0-13.1.1.5, 12.1.0-12.1.5, and 11.5.1-11.6.5. In BIG-IP APM 13.1.0 and later, the APM Clients components can be updated independently from BIG-IP software. Client version 7.1.8 (7180.2019.508.705) and later has the fix.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager Client All All All All

References

Reference Source Link Tags

support.f5.com/csp/article/K23876153 MISC support.f5.com Vendor Advisory

support.f5.com/csp/article/K23876153 CONFIRM support.f5.com

myF5 support.f5.com

CONFIRM:https://support.f5.com/csp/article/K23876153?utm_source=f5support&amp;utm_medium=RSS MITRE support.f5.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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