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CVE CVE-2019-6716
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:01:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description An unauthenticated Insecure Direct Object Reference (IDOR) in Wicket Core in LogonBox Nervepoint Access Manager 201

/ |

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Logonbox Nervepoint Access Manager 1.2 rg10 All All
Application Logonbox Nervepoint Access Manager 1.2 rg3 All All
Application Logonbox Nervepoint Access Manager 1.2 rg4 All All
Application Logonbox Nervepoint Access Manager 1.2 rg5 All All
Application Logonbox Nervepoint Access Manager 1.2 rgé All All
Application Logonbox Nervepoint Access Manager 1.2 rg7 All All
Application Logonbox Nervepoint Access Manager 1.2 rg8 All All
Application Logonbox Nervepoint Access Manager 1.2 rg9 All All
Application Logonbox Nervepoint Access Manager 1.3 rg All All
Application Logonbox Nervepoint Access Manager 1.3 rgi All All
Application Logonbox Nervepoint Access Manager 1.3 rg2 All All
Application Logonbox Nervepoint Access Manager 1.3 rg3 All All
Application Logonbox Nervepoint Access Manager 1.3 rg4 All All
Application Logonbox Nervepoint Access Manager 1.3 rg5 All All
Application Logonbox Nervepoint Access Manager 1.3 rg6 All All
Application Logonbox Nervepoint Access Manager 1.3 rg7 All All
Application Logonbox Nervepoint Access Manager 1.3 ra8 All All
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Application Logonbox Nervepoint Access Manager 1.4 rg All All
Application Logonbox Nervepoint Access Manager 1.4 rg1 All All
Application Logonbox Nervepoint Access Manager 1.4 rg2 All All
Application Logonbox Nervepoint Access Manager 1.4 rg3 All All
Application Logonbox Nervepoint Access Manager 1.2 rg10 All All
Application Logonbox Nervepoint Access Manager 1.2 rg3 All All
Application Logonbox Nervepoint Access Manager 1.2 rg4 All All
Application Logonbox Nervepoint Access Manager 1.2 rg5 All All
Application Logonbox Nervepoint Access Manager 1.2 rg6 All All
Application Logonbox Nervepoint Access Manager 1.2 rg7 All All
Application Logonbox Nervepoint Access Manager 1.2 rg8 All All
Application Logonbox Nervepoint Access Manager 1.2 rg9 All All
Application Logonbox Nervepoint Access Manager 1.3 rg All All
Application Logonbox Nervepoint Access Manager 1.3 rg1 All All
Application Logonbox Nervepoint Access Manager 1.3 rg2 All All
Application Logonbox Nervepoint Access Manager 1.3 rg3 All All
Application Logonbox Nervepoint Access Manager 1.3 rg4 All All
Application Logonbox Nervepoint Access Manager 1.3 rg5 All All
Application Logonbox Nervepoint Access Manager 1.3 rg6 All All
Application Logonbox Nervepoint Access Manager 1.3 rg7 All All
Application Logonbox Nervepoint Access Manager 1.3 rg8 All All
Application Logonbox Nervepoint Access Manager 1.4 rg All All
Application Logonbox Nervepoint Access Manager 1.4 rgl All All
Application Logonbox Nervepoint Access Manager 1.4 rg2 All All
Application Logonbox Nervepoint Access Manager 1.4 rg3 All All
Reference

LongBox Limited Access Manager Insecure Direct Object Reference ~ Packet Storm

LogonBox Limited / Hypersocket Nervepoint Access Manager - (Unauthenticated) Insecure Direct Object Reference - Multiple webapps Exploi
LogonBox Password Self-Service | LogonBox

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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