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Summary

CVE CVE-2019-6739

State PUBLIC

Assigner zdi-disclosures@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-03 18:29:00 UTC

Updated 2020-10-06 17:50:00 UTC

Description This vulnerability allows remote attackers to execute arbitrary code on vulnerable installations of Malwarebytes Antimalware 3.6.1.2711. User interaction is required to exploit this vulnerability in that the target must visit a malicious web page. There is an issue with the way the product handles URIs within certain schemes. The product does not warn the user that a dangerous navigation is about to take place. Because special characters in the URI are not sanitized, this could lead to the execution of arbitrary commands. An attacker can leverage this vulnerability to execute code in the context of the current user at medium integrity. Was ZDI-CAN-7162.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Malwarebytes Antimalware 3.6.1.2711 All All All

Application Malwarebytes Antimalware 3.6.1.2711 All All All

References

Reference Source Link Tags

ZDI-19-223 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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