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CVE CVE-2019-6777
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-24 15:29:00 UTC
Updated 2019-01-24 20:14:00 UTC
Description An issue was discovered in ZoneMinder v1.32.3. Reflected XSS exists in web/skins/classic/views/plugin.php via the zm/ind:

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder 1.32.3 All All All

Application Zoneminder Zoneminder 1.32.3 All All All

Reference Source Link

plugin.php: Fix XSS and directory traversal bugs. Fixes #2436 - mnoorenberghe/ZoneMinder@59cc654 - GitHub  MISC github.com

Reflective XSS vulnerability - Issue #2436 - ZoneMinder/zoneminder - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
L] | ﬂ

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

1995183 Ubuntu Security Notification for ZoneMinder Vulnerabilities (USN-5889-1)
502205 Alpine Linux Security Update for zoneminder

505604 Alpine Linux Security Update for zoneminder
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