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Summary

CVE CVE-2019-6820

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 20:29:00 UTC

Updated 2022-02-03 14:29:00 UTC

Description A CWE-306: Missing Authentication for Critical Function vulnerability exists which could cause a modification of device IP configuration (IP address, network mask and gateway IP address) when a specific Ethernet frame is received in all versions of: Modicon M100, Modicon M200, Modicon M221, ATV IMC drive controller, Modicon M241, Modicon M251, Modicon M258, Modicon LMC058, Modicon LMC078, PacDrive Eco ,PacDrive Pro, PacDrive Pro2

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Atv Imc Drive Controller - All All All

Hardware Schneider-electric Atv Imc Drive Controller - All All All

Operating System Schneider-electric Atv Imc Drive Controller Firmware All All All All

Operating System Schneider-electric Atv Imc Drive Controller Firmware All All All All

Hardware Schneider-electric Modicon Lmc058 - All All All

Hardware Schneider-electric Modicon Lmc058 - All All All

Operating System Schneider-electric Modicon Lmc058 Firmware All All All All

Operating System Schneider-electric Modicon Lmc058 Firmware All All All All

Hardware Schneider-electric Modicon Lmc078 - All All All

Hardware Schneider-electric Modicon Lmc078 - All All All

Operating System Schneider-electric Modicon Lmc078 Firmware All All All All

Operating System Schneider-electric Modicon Lmc078 Firmware All All All All

Hardware Schneider-electric Modicon M100 - All All All

Hardware Schneider-electric Modicon M100 - All All All

Operating System Schneider-electric Modicon M100 Firmware All All All All

Operating System Schneider-electric Modicon M100 Firmware All All All All

Hardware Schneider-electric Modicon M200 - All All All
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Hardware Schneider-electric Modicon M200 - All All All

Hardware Schneider-electric Modicon M200 - All All All

Operating System Schneider-electric Modicon M200 Firmware All All All All

Operating System Schneider-electric Modicon M200 Firmware All All All All

Hardware Schneider-electric Modicon M221 - All All All

Hardware Schneider-electric Modicon M221 - All All All

Operating System Schneider-electric Modicon M221 Firmware All All All All

Operating System Schneider-electric Modicon M221 Firmware All All All All

Hardware Schneider-electric Modicon M241 - All All All

Hardware Schneider-electric Modicon M241 - All All All

Operating System Schneider-electric Modicon M241 Firmware All All All All

Operating System Schneider-electric Modicon M241 Firmware All All All All

Hardware Schneider-electric Modicon M251 - All All All

Hardware Schneider-electric Modicon M251 - All All All

Operating System Schneider-electric Modicon M251 Firmware All All All All

Operating System Schneider-electric Modicon M251 Firmware All All All All

Hardware Schneider-electric Modicon M258 - All All All

Hardware Schneider-electric Modicon M258 - All All All

Operating System Schneider-electric Modicon M258 Firmware All All All All

Operating System Schneider-electric Modicon M258 Firmware All All All All

Hardware Schneider-electric Pacdrive Eco - All All All

Hardware Schneider-electric Pacdrive Eco - All All All

Operating System Schneider-electric Pacdrive Eco Firmware All All All All

Operating System Schneider-electric Pacdrive Eco Firmware All All All All

Hardware Schneider-electric Pacdrive Pro - All All All

Hardware Schneider-electric Pacdrive Pro - All All All

Hardware Schneider-electric Pacdrive Pro2 - All All All

Hardware Schneider-electric Pacdrive Pro2 - All All All

Operating System Schneider-electric Pacdrive Pro2 Firmware All All All All

Operating System Schneider-electric Pacdrive Pro2 Firmware All All All All

Operating System Schneider-electric Pacdrive Pro Firmware All All All All

Operating System Schneider-electric Pacdrive Pro Firmware All All All All

Hardware Se Modicon M100 - All All All

Operating System Se Modicon M100 Firmware All All All All

Hardware Se Modicon M200 - All All All

Operating System Se Modicon M200 Firmware All All All All
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Hardware Se Modicon M221 - All All All

Operating System Se Modicon M221 Firmware All All All All

Hardware Se Modicon M241 - All All All

Operating System Se Modicon M241 Firmware All All All All

Hardware Se Modicon M251 - All All All

Operating System Se Modicon M251 Firmware All All All All

Hardware Se Modicon M258 - All All All

Operating System Se Modicon M258 Firmware All All All All

References

Reference Source Link Tags

My List MISC www.schneider-electric.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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