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Summary

CVE CVE-2019-6833

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-17 20:15:00 UTC

Updated 2020-02-10 21:53:00 UTC

Description A CWE-754 – Improper Check for Unusual or Exceptional Conditions vulnerability exists in Magelis HMI Panels (all versions of - HMIGTO, HMISTO, XBTGH, HMIGTU, HMIGTUX, HMISCU, HMISTU, XBTGT, XBTGT, HMIGXO, HMIGXU), which could cause a temporary freeze of the HMI when a high rate of frames is received. When the attack stops, the buffered commands are processed by the HMI panel.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Hmig2u - All All All

Hardware Schneider-electric Hmig2u - All All All

Hardware Schneider-electric Hmig3u - All All All

Hardware Schneider-electric Hmig3u - All All All

Hardware Schneider-electric Hmig3ufc - All All All

Hardware Schneider-electric Hmig3ufc - All All All

Hardware Schneider-electric Hmig5u - All All All

Hardware Schneider-electric Hmig5u - All All All

Hardware Schneider-electric Hmig5u2 - All All All

Hardware Schneider-electric Hmig5u2 - All All All

Hardware Schneider-electric Hmig5ufc - All All All

Hardware Schneider-electric Hmig5ufc - All All All

Hardware Schneider-electric Hmig5ul8a - All All All

Hardware Schneider-electric Hmig5ul8a - All All All

Hardware Schneider-electric Hmigto1300 - All All All

Hardware Schneider-electric Hmigto1300 - All All All

Hardware Schneider-electric Hmigto1310 - All All All
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Hardware Schneider-electric Hmigto1310 - All All All

Hardware Schneider-electric Hmigto1310 - All All All

Hardware Schneider-electric Hmigto2300 - All All All

Hardware Schneider-electric Hmigto2300 - All All All

Hardware Schneider-electric Hmigto2310 - All All All

Hardware Schneider-electric Hmigto2310 - All All All

Hardware Schneider-electric Hmigto2315 - All All All

Hardware Schneider-electric Hmigto2315 - All All All

Hardware Schneider-electric Hmigto3510 - All All All

Hardware Schneider-electric Hmigto3510 - All All All

Hardware Schneider-electric Hmigto4310 - All All All

Hardware Schneider-electric Hmigto4310 - All All All

Hardware Schneider-electric Hmigto5310 - All All All

Hardware Schneider-electric Hmigto5310 - All All All

Hardware Schneider-electric Hmigto5315 - All All All

Hardware Schneider-electric Hmigto5315 - All All All

Hardware Schneider-electric Hmigto6310 - All All All

Hardware Schneider-electric Hmigto6310 - All All All

Hardware Schneider-electric Hmigto6315 - All All All

Hardware Schneider-electric Hmigto6315 - All All All

Operating System Schneider-electric Hmigto Firmware - All All All

Operating System Schneider-electric Hmigto Firmware - All All All

Hardware Schneider-electric Hmigtu Firmware - All All All

Hardware Schneider-electric Hmigtu Firmware - All All All

Hardware Schneider-electric Hmigxo - All All All

Hardware Schneider-electric Hmigxo - All All All

Operating System Schneider-electric Hmigxo Firmware - All All All

Operating System Schneider-electric Hmigxo Firmware - All All All

Hardware Schneider-electric Hmigxu35 - All All All

Hardware Schneider-electric Hmigxu35 - All All All

Hardware Schneider-electric Hmigxu55 - All All All

Hardware Schneider-electric Hmigxu55 - All All All

Operating System Schneider-electric Hmigxu Firmware - All All All

Operating System Schneider-electric Hmigxu Firmware - All All All

Hardware Schneider-electric Hmiscu6a5 - All All All

Hardware Schneider-electric Hmiscu6a5 - All All All
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Hardware Schneider-electric Hmiscu6b5 - All All All

Hardware Schneider-electric Hmiscu6b5 - All All All

Hardware Schneider-electric Hmiscu8a5 - All All All

Hardware Schneider-electric Hmiscu8a5 - All All All

Hardware Schneider-electric Hmiscu8b5 - All All All

Hardware Schneider-electric Hmiscu8b5 - All All All

Operating System Schneider-electric Hmiscu Firmware - All All All

Operating System Schneider-electric Hmiscu Firmware - All All All

Hardware Schneider-electric Hmisto501 - All All All

Hardware Schneider-electric Hmisto501 - All All All

Hardware Schneider-electric Hmisto511 - All All All

Hardware Schneider-electric Hmisto511 - All All All

Hardware Schneider-electric Hmisto512 - All All All

Hardware Schneider-electric Hmisto512 - All All All

Hardware Schneider-electric Hmisto531 - All All All

Hardware Schneider-electric Hmisto531 - All All All

Hardware Schneider-electric Hmisto532 - All All All

Hardware Schneider-electric Hmisto532 - All All All

Hardware Schneider-electric Hmisto705 - All All All

Hardware Schneider-electric Hmisto705 - All All All

Hardware Schneider-electric Hmisto715 - All All All

Hardware Schneider-electric Hmisto715 - All All All

Hardware Schneider-electric Hmisto735 - All All All

Hardware Schneider-electric Hmisto735 - All All All

Operating System Schneider-electric Hmisto Firmware - All All All

Operating System Schneider-electric Hmisto Firmware - All All All

Hardware Schneider-electric Hmistu655 - All All All

Hardware Schneider-electric Hmistu655 - All All All

Hardware Schneider-electric Hmistu655w - All All All

Hardware Schneider-electric Hmistu655w - All All All
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Operating System Schneider-electric Hmistu Firmware - All All All

Hardware Schneider-electric Xbtgh2460 - All All All

Hardware Schneider-electric Xbtgh2460 - All All All

Operating System Schneider-electric Xbtgh Firmware - All All All

Operating System Schneider-electric Xbtgh Firmware - All All All

Hardware Schneider-electric Xbtgt2430 - All All All

Hardware Schneider-electric Xbtgt2430 - All All All

Hardware Schneider-electric Xbtgt2930 - All All All

Hardware Schneider-electric Xbtgt2930 - All All All

Operating System Schneider-electric Xbtgt Firmware - All All All

Operating System Schneider-electric Xbtgt Firmware - All All All

References

Reference Source Link Tags

Responsible Disclosure | Indian Institute of Technology, Kanpur MISC security.cse.iitk.ac.in

Security Notification - Magelis HMI Panels (V1.1) | Schneider Electric CONFIRM www.schneider-electric.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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590475 Schneider Electric Magelis HMI Panels DoS Vulnerability (ICSA-20-044-02)
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