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Summary

CVE CVE-2019-6850

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-29 19:15:00 UTC

Updated 2019-11-01 13:44:00 UTC

Description A CWE-200: Information Exposure vulnerability exists in Modicon M580, Modicon BMENOC 0311, and Modicon BMENOC 0321, which could cause the disclosure of sensitive information when reading specific registers with the REST API of the controller/communication module.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Modicon Bmenoc 0311 - All All All

Hardware Schneider-electric Modicon Bmenoc 0311 - All All All

Operating System Schneider-electric Modicon Bmenoc 0311 Firmware - All All All

Operating System Schneider-electric Modicon Bmenoc 0311 Firmware - All All All

Hardware Schneider-electric Modicon Bmenoc 0321 - All All All

Hardware Schneider-electric Modicon Bmenoc 0321 - All All All

Operating System Schneider-electric Modicon Bmenoc 0321 Firmware - All All All

Operating System Schneider-electric Modicon Bmenoc 0321 Firmware - All All All

Hardware Schneider-electric Modicon M580 - All All All

Hardware Schneider-electric Modicon M580 - All All All

Operating System Schneider-electric Modicon M580 Firmware - All All All

Operating System Schneider-electric Modicon M580 Firmware - All All All
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No vendor comments have been submitted for this CVE.
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