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Summary

CVE CVE-2019-6973

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:01:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Sricam IP CCTV cameras are vulnerable to denial of service via multiple incomplete HTTP requests because the web server (based on gSOAP 2.8.x) is configured for an iterative queueing approach (aka non-threaded operation) with a timeout of several seconds.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Genivia Gsoap 2.8.0 All All All

Application Genivia Gsoap 2.8.0 All All All

Hardware Sricam Nvs001 - All All All

Hardware Sricam Nvs001 - All All All

Hardware Sricam Sh016 - All All All

Hardware Sricam Sh016 - All All All

Hardware Sricam Sh024 - All All All

Hardware Sricam Sh024 - All All All

Hardware Sricam Sh026 - All All All

Hardware Sricam Sh026 - All All All

Hardware Sricam Sh027 - All All All

Hardware Sricam Sh027 - All All All

Hardware Sricam Sp007 - All All All

Hardware Sricam Sp007 - All All All

Hardware Sricam Sp008 - All All All

Hardware Sricam Sp008 - All All All

Hardware Sricam Sp009 - All All All
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Hardware Sricam Sp009 - All All All

Hardware Sricam Sp009 - All All All

Hardware Sricam Sp012 - All All All

Hardware Sricam Sp012 - All All All

Hardware Sricam Sp015 - All All All

Hardware Sricam Sp015 - All All All

Hardware Sricam Sp017 - All All All

Hardware Sricam Sp017 - All All All

Hardware Sricam Sp018 - All All All

Hardware Sricam Sp018 - All All All

Hardware Sricam Sp019 - All All All

Hardware Sricam Sp019 - All All All

Hardware Sricam Sp020 - All All All

Hardware Sricam Sp020 - All All All

Hardware Sricam Sp023 - All All All

Hardware Sricam Sp023 - All All All

References

Reference Source Link Tags

Sricam gSOAP 2.8 - Denial of Service - Hardware dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Sricam gSOAP 2.8 Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

GitHub - bitfu/sricam-gsoap2.8-dos-exploit: Sricam gSOAP2.8 DoS exploit PoC MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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