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gdimageColorMatch in gd_color_match.c in the GD Graphics Library (aka LibGD) 2.2.5, as used in the imagecolormatch fu
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Libgd Libgd 225 All All All
Libgd Libgd 225 All All All
Netapp Storage Automation Store All All All All
Netapp Storage Automation Store All All All All
Php Php All All All All


https://cve.report/
https://cve.report/CVE-2019-6977/mitre
https://cve.report/CVE-2019-6977/nist
https://cve.report/CVE-2019-6977/cve_org
https://cve.report/CVE-2019-6977.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storage_automation_store
http://cve.report/vendor/netapp
http://cve.report/software/netapp/storage_automation_store
http://cve.report/vendor/php
http://cve.report/software/php/php

Application Php Php 7.3.0
Application Php Php All
Application Php Php 7.3.0
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References

Reference
Red Hat Customer Portal

Debian -- Security Information -- DSA-4384-1 libgd2

[SECURITY] Fedora 32 Update: gd-2.3.0-1.fc32 - package-announce - Fedora Mailing-Lists
PHP: PHP 5 Changelog

[security-announce] openSUSE-SU-2019:1140-1: moderate: Security update f

GD: Multiple vulnerabilities (GLSA 201903-18) — Gentoo security

[SECURITY] Fedora 30 Update: gd-2.2.5-9.fc30 - package-announce - Fedora Mailing-Lists
PHP: PHP 7 ChangelLog

USN-3900-1: GD vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 29 Update: gd-2.2.5-8.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: gd-2.2.5-9.fc30 - package-announce - Fedora Mailing-Lists
PHP 7.2 - 'imagecolormatch()' Out of Band Heap Write - PHP remote Exploit

PHP :: Sec Bug #77270 :: imagecolormatch Out Of Bounds Write on Heap

[SECURITY] Fedora 32 Update: gd-2.3.0-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:1148-1: moderate: Security update f

LibGD CVE-2019-6977 Heap Buffer Overflow Vulnerability

PHP 7.2 imagecolormatch() Out-Of-Band Heap Write ~ Packet Storm

[SECURITY] Fedora 29 Update: gd-2.2.5-8.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1651-1] libgd2 security update

Red Hat Customer Portal

CVE-2019-6977 PHP Vulnerability in NetApp Products | NetApp Product Security
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1]

[SECURITY] Fedora 31 Update: gd-2.2.5-10.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: gd-2.2.5-10.fc31 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.
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296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
377382 Alibaba Cloud Linux Security Update for gd (ALINUX3-SA-2022:0054)

500196 Alpine Linux Security Update for gd

503938 Alpine Linux Security Update for gd

940025 AlmaLinux Security Update for gd (ALSA-2020:4659)

960261 Rocky Linux Security Update for gd (RLSA-2020:4659)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/296075
http://cve.report/qid/296079
http://cve.report/qid/377382
http://cve.report/qid/500196
http://cve.report/qid/503938
http://cve.report/qid/940025
http://cve.report/qid/960261
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-6977
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


