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Summary

CVE CVE-2019-6989

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-06 18:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description TP-Link TL-WR940N is vulnerable to a stack-based buffer overflow, caused by improper bounds checking by the ipAddrDispose function. By sending specially crafted ICMP echo request packets, a remote authenticated attacker could overflow a buffer and execute arbitrary code on the system with elevated privileges.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Tl-wr940n - All All All

Hardware Tp-link Tl-wr940n - All All All

Operating System Tp-link Tl-wr940n Firmware - All All All

Operating System Tp-link Tl-wr940n Firmware - All All All

Hardware Tp-link Tl-wr941nd - All All All

Hardware Tp-link Tl-wr941nd - All All All

Operating System Tp-link Tl-wr941nd Firmware - All All All

Operating System Tp-link Tl-wr941nd Firmware - All All All

References

Reference Source Link Tags

TP-LINK TL-WR940N / TL-WR941ND Buffer Overflow ≈ Packet Storm MISC packetstormsecurity.com

TP-LINK TL-WR940N / TL-WR941ND - Buffer Overflow - Hardware remote Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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