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CVE CVE-2019-7006
State PUBLIC
Assigner securityalerts@avaya.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-27 00:29:00 UTC
Updated 2022-01-01 20:15:00 UTC
Description Avaya one-X Communicator uses weak cryptographic algorithms in the client authentication component that could allow a |

/ |

1|

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Avaya One-x Communicator 6.2 - All All
Application Avaya One-x Communicator 6.2 fp10 All All
Application Avaya One-x Communicator 6.2 fp3 All All
Application Avaya One-x Communicator 6.2 fp4 All All
Application Avaya One-x Communicator 6.2 fp6 All All
Application Avaya One-x Communicator 6.2 sp1i All All
Application Avaya One-x Communicator 6.2 spi12 All All
Application Avaya One-x Communicator 6.2 sp2 All All
Application Avaya One-x Communicator 6.2 sp5 All All
Application Avaya One-x Communicator 6.2 sp7 All All
Application Avaya One-x Communicator 6.2 - All All
Application Avaya One-x Communicator 6.2 fp10 All All
Application Avaya One-x Communicator 6.2 fp3 All All
Application Avaya One-x Communicator 6.2 fp4 All All
Application Avaya One-x Communicator 6.2 fp6 All All
Application Avaya One-x Communicator 6.2 spi All All
Application Avaya One-x Communicator 6.2 spi2 All All
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Application Avaya One-x Communicator 6.2 sp2 All All

Application Avaya One-x Communicator 6.2 sp5 All All

Application Avaya One-x Communicator 6.2 sp7 All All

Reference Source Link Tags
ASA-2019-046 (CVE-2019-7006) CONFIRM  downloads.avaya.com  Vendor Advisory
downloads.avaya.com/css/P8/documents/101055601 CONFIRM downloads.avaya.com  Release Notes, \
Avaya one-X Communicator CVE-2019-7006 Weak Encryption Security Weakness BID www.securityfocus.com  Third Party Advis
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analys
< 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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