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A buffer overflow in DOSBox 0.74-2 allows attackers to execute arbitrary code.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Dosbox Dosbox 0.74-2 All All All
Dosbox Dosbox 0.74-2 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 30 All All All

References

e ]
Reference Source Link

CVE-2019-7165 MISC security-tracker.debian.org
Bugtraqg: [SECURITY] [DSA 4478-1] dosbox security update BUGTRAQ seclists.org
[security-announce] openSUSE-SU-2019:1920-1: important: Security update SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2019:1905-1: important: Security update SUSE lists.opensuse.org
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[SECURITY] Fedora 30 Update: dosbox-0.74.3-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

DOSBox, an x86 emulator with DOS CONFIRM  www.dosbox.com
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[SECURITY] Fedora 30 Update: dosbox-0.74.3-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] [DLA 1845-1] dosbox security update MLIST lists.debian.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198723 Ubuntu Security Notification for DOSBox Vulnerabilities (USN-5356-1)
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