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CVE CVE-2019-7228
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-06-27 15:15:00 UTC
Updated 2022-11-30 21:41:00 UTC
Description The ABB IDAL HTTP server mishandles format strings in a username or cookie during the authentication process. Attempti

1|

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Hardware Abb Pb610 Panel Builder 600 -
Hardware Abb Pb610 Panel Builder 600 -
Operating System Abb Pb610 Panel Builder 600 Firmware All

Update
All
All

All

Edition Language

All All
All All
All All

References

Reference

Full Disclosure: XL-19-012 - ABB IDAL HTTP Server Uncontrolled Format String Vulnerability
Multiple Vulnerabilities in ABB PB610

404 Not Found

ABB IDAL HTTP Server Uncontrolled Format String = Packet Storm

ABB PB610 Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

/

Source

FULLDISC

CONFIRM

MISC

MISC

BID

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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