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CVE CVE-2019-7231
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-24 20:15:00 UTC
Updated 2022-11-30 21:41:00 UTC
Description The ABB IDAL FTP server is vulnerable to a buffer overflow when a long string is sent by an authenticated attacker. This o\
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1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Pb610 Panel Builder 600 - All All All

Hardware Abb Pb610 Panel Builder 600 - All All All

Operating System Abb Pb610 Panel Builder 600 Firmware All All All All
References |

Reference Source Link Tags

Full Disclosure: XL-19-007 - ABB IDAL FTP Server Buffer Overflow Vulnerability FULLDISC seclists.org Exploit, Mailing Li

Multiple Vulnerabilities in ABB PB610 CONFIRM  search.abb.com Mitigation, Patch,

ABB IDAL FTP Server Buffer Overflow = Packet Storm MISC packetstormsecurity.com  Exploit, Third Par

404 Not Found MISC www.darkmatter.ae Third Party Advisc

ABB PB610 Multiple Security Vulnerabilities BID www.securityfocus.com  Third Party Advisc

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi

q |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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