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Summary

CVE CVE-2019-7283

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-31 18:29:00 UTC

Updated 2021-11-23 22:14:00 UTC

Description An issue was discovered in rcp in NetKit through 0.17. For an rcp operation, the server chooses which files/directories are sent to the client. However, the rcp client only performs cursory validation of the object name returned. A malicious rsh server (or Man-in-The-Middle attacker) can overwrite arbitrary files in a directory on the rcp client machine. This is similar to CVE-2019-6111.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Netkit Netkit All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2822-1] netkit-rsh security update MLIST lists.debian.org

#920486 - netkit-rsh: CVE-2019-7282 CVE-2019-7283 - Debian Bug report logs MISC bugs.debian.org Exploit, Mailing List, Third Party Advisory

sintonen.fi/advisories/scp-client-multiple-vulnerabilities.txt MISC sintonen.fi Mitigation, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178904 Debian Security Update for netkit-rsh (DLA 2822-1)
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https://bugs.debian.org/920486
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https://www.cve.org/CVERecord?id=CVE-2019-7283
https://nvd.nist.gov/vuln/detail/CVE-2019-7283
http://cve.report/qid/178904
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