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kernel/bpf/verifier.c in the Linux kernel before 4.20.6 performs undesirable out-of-bounds speculation on pointer arithmetic i
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.0 All All All
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bpf: fix sanitation of alu op with pointer / scalar type from differe... - torvalds/linux@d3bd741 - GitHub  MISC github.com

cdn.kernel.org/pub/linux/kernel/v4.x/Changelog-4.20.6 MISC cdn.kernel.org
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USN-3930-1: Linux kernel vulnerabilities | Ubuntu security notices

Linux kernel 'kernel/bpf/verifier.c' Information Disclosure Vulnerability

1711 - project-zero - Project Zero - Monorail
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