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CVE-2019-7314

CVE CVE-2019-7314
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-02-04 02:29:00 UTC
Updated 2020-07-07 06:15:00 UTC
Description liblivemedia in Live555 before 2019.02.03 mishandles the termination of an RTSP stream after RTP/RTCP-over-RTSP has

1|

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Edition

All

All

All

All

Language
All
All
All

All

Type Vendor Product Version Update

Operating System Debian Debian Linux 8.0 All

Operating System Debian Debian Linux 8.0 All

Application Live555 Streaming Media All All

Application Live555 Streaming Media All All
References

Reference

[security-announce] openSUSE-SU-2020:0944-1: moderate: Security update f
www.live555.com/liveMedia/public/changelog.ixt

Debian -- Security Information -- DSA-4408-1 liblivemedia

Bugtraqg: [SECURITY] [DSA 4408-1] liblivemedia security update

[SECURITY] [DLA 1690-1] liblivemedia security update

[security-announce] openSUSE-SU-2019:1797-1: moderate: Security update f

[security-announce] openSUSE-SU-2019:1880-1: moderate: Security update f
LIVE555 Media Server: Multiple vulnerabilities (GLSA 202005-06) — Gentoo security

CVE Program record

[Live-devel] New LIVE555 version - fixes a potential security vulnerability in the RTSP server implementation

Source

SUSE

MISC

DEBIAN

BUGTRAQ

MLIST

SUSE

MISC

SUSE

GENTOO

CVE.ORG

Link
lists.opensuse.ol
www.live555.con
www.debian.org
seclists.org
lists.debian.org
lists.opensuse.ol
lists.live555.com
lists.opensuse.ol
security.gentoo.c

WWW.Cve.org


https://cve.report/
https://cve.report/CVE-2019-7314/mitre
https://cve.report/CVE-2019-7314/nist
https://cve.report/CVE-2019-7314/cve_org
https://cve.report/api/cve/CVE-2019-7314.json
https://cve.report/CVE-2019-7314.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/live555
http://cve.report/software/live555/streaming_media
http://cve.report/vendor/live555
http://cve.report/software/live555/streaming_media
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00009.html
http://www.live555.com/liveMedia/public/changelog.txt
https://www.debian.org/security/2019/dsa-4408
https://seclists.org/bugtraq/2019/Mar/22
https://lists.debian.org/debian-lts-announce/2019/02/msg00037.html
http://lists.opensuse.org/opensuse-security-announce/2019-07/msg00044.html
http://lists.live555.com/pipermail/live-devel/2019-February/021143.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00024.html
https://security.gentoo.org/glsa/202005-06
https://www.cve.org/CVERecord?id=CVE-2019-7314
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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