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Summary

CVE CVE-2019-7384

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:01:00 UTC

Updated 2023-02-01 02:21:00 UTC

Description An authenticated shell command injection issue has been discovered in Raisecom ISCOM HT803G-U, HT803G-W, HT803G-1GE, and HT803G GPON products with the firmware version ISCOMHT803G-U_2.0.0_140521_R4.1.47.002 or below. The value of the fmgpon_loid parameter is used in a system call inside the boa binary. Because there is no user input validation, this leads to authenticated code execution on the device.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Raisecom Iscom Ht803g-1ge - All All All

Hardware Raisecom Iscom Ht803g-1ge - All All All

Operating System Raisecom Iscom Ht803g-1ge Firmware All All All All

Operating System Raisecom Iscom Ht803g-1ge Firmware All All All All

Hardware Raisecom Iscom Ht803g-u - All All All

Hardware Raisecom Iscom Ht803g-u - All All All

Operating System Raisecom Iscom Ht803g-u Firmware All All All All

Hardware Raisecom Iscom Ht803g-w - All All All

Hardware Raisecom Iscom Ht803g-w - All All All

Operating System Raisecom Iscom Ht803g-w Firmware All All All All

Operating System Raisecom Iscom Ht803g-w Firmware All All All All

Hardware Raisecom Iscom Ht803g Gpon - All All All

Hardware Raisecom Iscom Ht803g Gpon - All All All

Operating System Raisecom Iscom Ht803g Gpon Firmware All All All All

Operating System Raisecom Iscom Ht803g Gpon Firmware All All All All
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Reference Source Link

s3curityb3ast.github.io/KSA-Dev-005.md MISC s3curityb3ast.github.io

Raisecom Technology GPON-ONU HT803G-07 Command Injection ≈ Packet Storm MISC packetstormsecurity.com

Multiple Raisecom GPON Products CVE-2019-7384 Local Command Injection Vulnerability BID www.securityfocus.com

IT Security MISC www.breakthesec.com

Full Disclosure: KSA-Dev-005:CVE-2019-7384: Authenticated Remote Code Execution in Raisecom GPON Devices FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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