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Summary

CVE CVE-2019-7387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-04 22:29:00 UTC

Updated 2019-05-08 21:29:00 UTC

Description A local file inclusion vulnerability exists in the web interface of Systrome Cumilon ISG-600C, ISG-600H, and ISG-800W 1.1-R2.1_TRUNK-20180914.bin devices. When the export function is called from system/maintenance/export.php, it accepts the path provided by the user, leading to path traversal via the name parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Systrome Isg-600c - All All All

Hardware Systrome Isg-600c - All All All

Operating System Systrome Isg-600c Firmware 1.1-r2.1_trunk-20180914 All All All

Operating System Systrome Isg-600c Firmware 1.1-r2.1_trunk-20180914 All All All

Hardware Systrome Isg-600h - All All All

Hardware Systrome Isg-600h - All All All

Operating System Systrome Isg-600h Firmware 1.1-r2.1_trunk-20180914 All All All

Operating System Systrome Isg-600h Firmware 1.1-r2.1_trunk-20180914 All All All

Hardware Systrome Isg-800w - All All All

Hardware Systrome Isg-800w - All All All

Operating System Systrome Isg-800w Firmware 1.1-r2.1_trunk-20180914 All All All

Operating System Systrome Isg-800w Firmware 1.1-r2.1_trunk-20180914 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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