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Summary

CVE CVE-2019-7393

State PUBLIC

Assigner vuln@ca.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-28 19:29:00 UTC

Updated 2020-10-06 14:28:00 UTC

Description A UI redress vulnerability in the administrative user interface of CA Technologies CA Strong Authentication 9.0.x, 8.2.x, 8.1.x, 8.0.x, 7.1.x and CA Risk Authentication 9.0.x, 8.2.x, 8.1.x, 8.0.x, 3.1.x may allow a remote attacker to gain sensitive information in some cases.

Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Risk Authentication 3.1 All All All

Application Ca Risk Authentication 9.0 All All All

Application Ca Risk Authentication 3.1 All All All

Application Ca Risk Authentication 9.0 All All All

Application Ca Risk Authentication All All All All

Application Ca Strong Authentication 7.1 All All All

Application Ca Strong Authentication 9.0 All All All

Application Ca Strong Authentication 7.1 All All All

Application Ca Strong Authentication 9.0 All All All

Application Ca Strong Authentication All All All All

References

Reference Source Link

CA Risk / Strong Authentication Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: CA20190523-01: Security Notice for CA Risk Authentication and CA Strong Authentication FULLDISC seclists.org

CA20190523-01: Security Notice for CA Risk Authentication and CA Strong Authentication CONFIRM support.ca.com

Bugtraq: CA20190523-01: Security Notice for CA Risk Authentication and CA Strong Authentication BUGTRAQ seclists.org
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Multiple CA Products Privilege Escalation and Information Disclosure Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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