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Summary

CVE CVE-2019-7590

State PUBLIC

Assigner productsecurity@jci.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-19 21:15:00 UTC

Updated 2020-02-10 21:53:00 UTC

Description ExacqVision Server’s services 'exacqVisionServer', 'dvrdhcpserver' and 'mdnsresponder' have an unquoted service path. If an authenticated user is able to insert code in their system root path it potentially can be executed during the application startup. This could allow the authenticated user to elevate privileges on the system. This issue affects: Exacq Technologies, Inc. exacqVision Server 9.6; 9.8. This issue does not affect: Exacq Technologies, Inc. exacqVision Server version 9.4 and prior versions; 19.03. It is not known whether this issue affects: Exacq Technologies, Inc. exacqVision Server versions prior to 8.4.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Johnsoncontrols Exacqvision Server 9.6 All All All

Application Johnsoncontrols Exacqvision Server 9.8 All All All

Application Johnsoncontrols Exacqvision Server 9.6 All All All

Application Johnsoncontrols Exacqvision Server 9.8 All All All

References

Reference Source Link Tags

Script Microsoft Windows Unquoted Service Path Enumeration MISC gallery.technet.microsoft.com Patch, Third Party Advisory

Product Security Advisories CONFIRM www.johnsoncontrols.com Mitigation, Vendor Advisory

Zero Science Lab » exacqVision 9.8 Unquoted Service Path Privilege Escalation MISC www.zeroscience.mk Third Party Advisory

Johnson Controls exacqVision Server CVE-2019-7590 Local Privilege Escalation Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

exacqVision 9.8 Unquoted Service Path Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

Johnson Controls exacqVision Server | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2019-7590/mitre
https://cve.report/CVE-2019-7590/nist
https://cve.report/CVE-2019-7590/cve_org
https://cve.report/CVE-2019-7590.pdf
http://cve.report/vendor/johnsoncontrols
http://cve.report/software/johnsoncontrols/exacqvision_server
http://cve.report/vendor/johnsoncontrols
http://cve.report/software/johnsoncontrols/exacqvision_server
http://cve.report/vendor/johnsoncontrols
http://cve.report/software/johnsoncontrols/exacqvision_server
http://cve.report/vendor/johnsoncontrols
http://cve.report/software/johnsoncontrols/exacqvision_server
https://gallery.technet.microsoft.com/scriptcenter/Windows-Unquoted-Service-190f0341
https://www.johnsoncontrols.com/cyber-solutions/security-advisories
https://www.zeroscience.mk/en/vulnerabilities/ZSL-2019-5515.php
http://www.securityfocus.com/bid/109307
https://packetstormsecurity.com/files/152128/exacqVision-9.8-Unquoted-Service-Path-Privilege-Escalation.html
https://www.us-cert.gov/ics/advisories/icsa-19-199-01
https://www.cve.org/CVERecord?id=CVE-2019-7590
https://nvd.nist.gov/vuln/detail/CVE-2019-7590


Discovery Credit

LEGACY: Gjoko 'LiquidWorm' Krstic

There are currently no legacy QID mappings associated with this CVE.
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